


August Announcements
Serving Our Communities

» Thank You, Keeper
Security!

> Municipal Cyber Summit

» Cyber 101 of Law
Enforcement: Sept. 9

Workshops coming: HIPPA
Sept. 2, LEADS Nov. 4

AXIS Experience Vehicle
Sept. 10
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PENTESTING

ARE YOU ASSUMING YOU'RE SAFE?
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Ken Smith, Arctic Wolf

Director of Enterprise Sales Engineering

Formerly
* Director of L&D, Praetorian
* National Lead, Cyber Testing, RSM US
e Red Team, Bank of America
* SIGINT Operator, 5t Special Forces Group (Airborne)

Academia
* Former Professor of Network Security, University of Mount Union

* Former Research Proposal Coordinator, SANS Tech Institute

Education
* MA, Security Policy Studies, Notre Dame College
* AA, Arabic, Defense Language Institute
* BS, Computer Info Systems, University of Dayton
e OSCP, OSWP
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INTRODUCTION — WHY THIS MATTERS...

e Cyber threats have expanded to new spaces
e GitHub + self-hosted runners
* LLM applications (see MITRE’s ATLUS)

9  Attackers still prioritize well-known paths
"
'..‘ . .
9_“_. * Tackle the new without forgetting the old



THE EVOLUTION OF
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EVOLUTION OF CYBER THREATS — 10 YEARS AGO...

e 2012 — 2015 was a golden age for testers
e Phishing with Excel macros

* Encoded PowerShell payloads

* Mimikatz as a Metasploit plugin (‘fileless malware’)
 All of these things are very likely to get caught today

* But the broader vectors are still relevant

X E * Phishing is as big as ever, credentials are still king



EVOLUTION OF CYBER THREATS — DEFENSES FALL SHORT

* Traditional defenses like firewalls and antivirus tools
‘ * No longer sufficient (that doesn’t mean get rid of them...)
e Attack surfaces have gotten too big
 Why attack the org directly?
* Supply chain attacks

* Cloud environments
* Need to approach security operationally — Test your stuff!




EVOLUTION OF CYBER THREATS — EMERGING ISSUES

 Remote work setup

* Same old vector...

* Poorly secured VPN (~flat networks)

* |[nsufficient training — Fake VPN login portals
* Device code phishing in cloud services

» Attackers target cloud services

((( )))  Users authenticate to malicious apps/sites
* Bypasses traditional defense mechanisms



EVOLUTION OF CYBER THREATS — OLD IS NEW...

* The techniques change, but the vectors stay the same h

* 80% of cloud breaches are related to credentials

* We're still collectively reusing passwords

e Pass-the-Hash is still viable for lateral movement in 2025
* Vishing is back with a vengeance

* Don’t get distracted!
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MODERN TESTING — 5*‘ PIN€

ing

 Modern pentesting requires careful C
* Asset identification and classificatio
e Even as granular as app components
e Get the testing team involved!

" Behold

* You can’t have a good test without knowing
your network

* Be involved in the scoping process

 Testers can’t/shouldn’t be touching anything
without written permission

‘..%“

\

My stuff



EFFECTIVE MODERN TESTING — THREAT MODELING

e Under utilized tool in the industry
* Reinforces your asset classification — really, this is classification s s s
* Threat modeling minimizes the chance of unturned stones
* Work it internally first, and get tester input

* You know your company

* Nightmare scenarios?
* PASTA - Process for Attack Simulation and Threat Analysis
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PASTA Threat Modeling Stages

Stage One Define the Objectives
<> Stage Two Define the Technical Scope
(> Stage Three Decompose the Application

The output of Q
each stage Stage Four Analyze the Threats
provides input for @
the next stage Stage Five Vulnerability Analysis
C» Stage Six Attack Analysis

<-> Stage Seven Risk and Impact Analysis

Threat-Modeling.com




EFFECTIVE MODERN TESTING — CATEGORIES

* Vulnerability Scanning
* Penetration Testing

* Network
* Application

e Device/hardware 6
* Red Teaming x

* Purple Teaming

* Continuous testing
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ONGOING ASSESSMENT

* Annual testing and quarterly scanning have their places

* Point-in-time assessments

* Continuous testing is an attractive prospect — But challenging
* Too much automation means mountains of false positives
* Too many people means slow, expensive testing

e Security operations is probably where this ultimately ends up



ONGOING ASSESSMENT

e Continuous testing breaks the traditional model
e Scanning is about finding vulnerabilities
* Pentesting is about linking vulnerabilities
* Red Teaming/Purple Teaming are about response/readiness
* Continuous testing is...antivirus for vulnerabilities?

* We're all still figuring this out...



ONGOING ASSESSMENT — ACRONYM SALAD

* CPT: Continuous Penetration Testing

* PTaaS: Penetration Testing as a Service

* CTEM: Continuous Threat Exposure Management
* ASM: Attack Surface Management

 EASM: External Attack Surface Management
 CASM: Continuous Attack Surface Management
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VULNERABILITY MANAGEMENT

* Once a penetration test is completed, the real work begins:
* Triaging findings
* Assigning severity
* Establishing remediation plans

* Just like asset management is important up front...
* Vulnerability management is important at the end

* You need a plan and system for all of this BN |
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VULNERABILITY MANAGEMENT

* Consider aligning to a framework(s)...
* Cyber Kill Chain
* MITRE ATT&CK
 MITRE ATLAS
* CIS Critical Security Controls
* OWASP Top Ten
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layout: side ~
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MITRE ATLAS

Matrix

Tactics

Techniques

Mitigations

Case Studies

Home » Maltrices

The ATLAS Matrix below shows the progression of tactics used in attacks as columns from left to right, with ML techniques belonging to each tactic below. & indicates an adaption fro

>  ATLAS Matrix

ATLAS Matrix

Click on the blue links to learn more about each item, or search and view ATLAS tactics and techniques using the links at the top navigation bar. View the ATLAS matrix highlighted alg
ATT&CK Enterprise techniques on the ATLAS Navigator.

Reconnaissance® Resource Initial Al Model Eyxecution®* Persistence® Privilege Defense Credential Discovery® Collection® Al Attack Co
Development®  Access® Access Escalation®*  Evasion® Access® Staging .
(o]
6 techniques 12 techniques 6 techniques 4 techniques 4 techniques 4 techniques 2 techniques 8 techniques 1 technique 7 techniques 3 techniques 4 techniques 1 teq
Search Open Acquire Public Al Supply Al Model User Poison Training LLM Plugin Evade Al Unsecured Discover Al Al Artifact Create
Technical Al Chain Inference Execution & Data Compromise | Model Credentials & Model Collection Proxy Al
& Artifacts Compromise API Ontology Model
Databases i
Access Command Manipulate Al LLM LLM Data from
Search Open Al Obtain Valid and Model Jailbreak Jailbreak Discover Al Information Manipulate
Vulnerability Capabilities & Accounts & Al-Enabled  sripting Model Repositories & |Al
Analysis Product or Int tor & LLM Prompt LLM Trusted Family Model
Develop Evade Al Service nterpreter Self-Replication Output Data from
Search Victim- G & Model Components Discover Al Local Verify
Owned Capabilities Physical LLM Prompt it RAG Manipulation Artifacts & Attack
; - Environment |Injection Poisonin System
Websites & Acquire Exploit Public- 9 ;
Infrastruct Facing Access LLM Plugi LLM Prompt Discover LLM Craft
. nirastructure T ) ugin Obfuscation Hallucinations Adversarial
Search Application Application Full Al Compromise Data
Repositories Eu_b“Sh g N Model False RAG Discover Al
_ olsone Phishing Access Entry Model
Active Datasets Injection Outputs
Scanning & Poison Training Drive-by
' i ise & ion & Di LLM
Compromise Iscover
Gather RAG- Data P Impersonation System
Indexed i
Targets Establish Masquerading & ooy
Accounts & Cloud Service

Corrupt Al
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Effective 25 July, 2025: New Third-Party Subprocessor Notice | Learn More

COMPANY v SOLUTIONS ¥ INSIGHTS v JOINCIS v

Home ~ CIS Critical Security Controls ~ CIS Controls Navigator v8.1

CIS Critical Security Controls

Navigator

Want to see how the CIS Critical Security Controls fit
into your broader security program? Use our CIS
Controls Navigator to explore how they map to other
security standards.

CIS Controls v81

Mappings

Follow these steps to get started with the CIS
Controls Navigator

Select your version of the CIS Controls

| | Select which version of the Controls you are currently usin

earlier versions no longer supported on the Controls Navic
select the option to access WorkBench.

Currently vie

IG3 =

HIDE UNSELECTED SAFE




VULNERABILITY MANAGEMENT

* The report and read-out are the most important parts of a test

* Collaborative report and remediation process
* Reports should capture mitigating factors/positives
* Edits should never get political no matter how painful
* Remember that there will always be something found
* Be sure to look for tactical and strategic recommendations



VULNERABILITY MANAGEMENT — RISK

* How do we translate to risk then?
* Near infinite number of methods and platforms available
* Find something that works for your organization
* You need to be able to capture more than the pentest
* MS17-10 on your domain controller
e MS17-10 on a DMZ web server, off-domain

* Almost certainly a full-time role...



VULNERABILITY MANAGEMENT — SCORING

* It’s very important to be able to quickly rack and stack findings
* A lot of firms develop proprietary methods to emulate risk

* Weight averages

* Unique formulas
» Offensive security testing will never yield a risk score ever

* Risk is [Threat * Vulnerability — Controls] ‘ ‘
 Don’t fall for it, and don’t ask for it ()

 Stick to CVSS (2.0 if you can...) ‘
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VULNERABILITY MANAGEMENT

e Prioritize vulnerabilities based on the
established scoring

* Business impact
* Likelihood of exploitation
* Environmental factors
* Look for common root causes
* Passwords / account management
e Patch management
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e Work it into your risk plan
* Don’t forget to threat model!
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CYBER
COMPLIANCE

CRASH COURSE FOR
FEDERAL & DEFENSE CONTRACTORS

tri = um ° ver * et
www. triumviratecyber.



https://cyberab.org/Member/RPO-60284-Triumvirate-Cybersecurity
http://www.triumviratecyber.org/
http://www.triumviratecyber.org/

About Triumvirate Cybersecurity

« We Provide Accredited Cyber Compliance Services

o We primarily serve members of the Defense Industrial Base in preparation
for CMMC as a CyberAB Registered Practitioner Organization (RPO)

o Our services include gap assessment, policy & procedure development,
project management, ongoing compliance maintenance, and more

o Our newest offering—CMMC Enclave as a Service—is designed to be an
“easy button” for companies through managed IT and compliance services

« We Focus on Small & Midsize Businesses (SMBs)

o Small businesses often lack compliance expertise needed to comply

o SMBs are underserved by larger consulting firms



https://cyberab.org/Member/RPO-60284-Triumvirate-Cybersecurity

Cybersecurity in Federal Contracting

« Executive Order 13556 (2010): Instructed Federal agencies to

standardize protection of Controlled Unclassified Information (CUI)

o CUI: Government information protected by law, regulation, or government-
wide policy & listed in the NARA CUI Registry

« FAR 52.204-21 (2016): 15 “basic safeguarding” requirements for
contractor systems housing any Federal Contract Information (FCI)

o FCI: Information not intended for public release provided by or generated for
the government under a contract

/
Q Executive Order 13556 -- Controlled Unclassified Information
FAR 52.204-21 Basic Safeguarding of Covered Contractor Information Systems



https://www.archives.gov/cui/registry/category-list
https://obamawhitehouse.archives.gov/the-press-office/2010/11/04/executive-order-13556-controlled-unclassified-information
https://obamawhitehouse.archives.gov/the-press-office/2010/11/04/executive-order-13556-controlled-unclassified-information
https://obamawhitehouse.archives.gov/the-press-office/2010/11/04/executive-order-13556-controlled-unclassified-information
https://www.acquisition.gov/far/52.204-21
https://www.acquisition.gov/far/52.204-21
https://www.acquisition.gov/far/52.204-21

W

Examples of Controlled Information

Federal Contract Information (FCI)

Controlled Unclassified Information

(CUI)

A signed government contract
A purchase order on a supplier portal
Emails to/from a Contracting Officer (CO)
Contract performance data
Project plans referencing gov requirements

Information about subcontractors

Is the information meant
for public disclosure?

Defense controlled technical information (CTI)
Critical infrastructure emergency mgmt. info
Export controlled products/research
Law enforcement communications

Student records under FERPA

Patient health records

Is the information governed
by law/regulation?



Intro to the CMMC Program

The DoD’s Cybersecurity Maturity Model Certification

Created to address issues with contractor self-
attestation of compliance with NIST SP 800-171 (Rev 2)
for CUI handling

Includes 3 certification levels with varying requirements
depending on level of access to sensitive information

Higher levels require audit by a Third-Party Assessor
Organization (C3PAO)



https://dodcio.defense.gov/cmmc/About/

\ V%
CMMC Levels

Level 3

 Applies to suppliers w/
Level 2 access to certain sensitive

types of CUI (e.q., nuclear
 Applies to suppliers with yP (e.g )

Level 1 access to CUI  Level 2 assessed by C3PAOQ

» Applies to all DoD suppliers 110 requirements (NIST SP « 35 additional requirements
800-171) assessed by a (NIST SP 800-172)

* 15 requirements (FAR
PRI C3PAO assessed by DIBCAC

52.204-21) assessed via
annual self-attestation « Annual self-assessment + e Annual self-assessment +
triennial re-certification triennial re-certification




CMMC Timeline

CMMC is starting to show up in contracts as a provisional
Office of Management & Budget (OMB) final review bega
Rollout expected to begin by the end of 2025

2017 2023 , i
DFARS | CMMC V2.0 1 YOU 2025
252.204-7012 Proposed | Finalization of
48 CFR 252.204-201
2020 2024 HERE 2
DFARS 252.204 32 CFR 170 CMMLC ro
-/019,-7020,-7021  formally establishes CMMC rollout Pha
& CMMC program Phase 1
MMC v1.
CHME V1D mandates CMMC

Proposed

fAarDAD civrnnliAara

\/

2027

Contracting Officers (COs
are already considering
CMMC readiness whe

CMMC rollout

2026

llout

se 2

Phase 3
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Regulations.gov
The FAR CUI Rule

FAR Case 2017-016: Controlled
« Will apply CMMC-like requirements to all federal contractors Unclassified Information (CUI)

Posted by the Federal Acquisition Regulation on

o This was the intent of Executive Order 13556—DoD just " **

first

(O Comment Period Ended: Mar 17, 2025 at 11:59 PM EDT

o Also mandates documented compliance with NIST SP 800-171

]
. IEublic draft released in January 2025 (FAR Case 2017-016)
Does not include a phased rollout

' Defines contractor liability in the event of data breaches impacting
& CUI and reduces reporting timeline to 8 hours (down from 72

hours)

Unlike CMMC, draft rule does not require third-party certification

P o - " e am a m a A



How to Prepare for Compliance

Determine if You Handle FCI/CUI: Review contracts, project scopes,
and communications with federal agencies. Contact COs, if necessary

Decide on Scope: Determine whether your entire organization needs
access to controlled information or if a secured enclave is more
appropriate

Conduct a Gap Assessment: Compare your existing security
measures against NIST SP 800-171

Develop a System Security Plan (SSP): This document outlines
your organization’s cybersecurity program & security measures

Implement Necessary Controls: Begin addressing identified gaps by
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TRIUMVIRATE
CYBERSECURITY

Thank You

For more information, please visit our website, check out our blog, sign up for our

newsletter, or contact us at info@triumviratecyber.org to schedule a free consultation



https://www.triumviratecyber.org/
https://www.triumviratecyber.org/insights
https://www.triumviratecyber.org/subscribe
https://www.triumviratecyber.org/subscribe
mailto:info@triumviratecyber.org
mailto:info@triumviratecyber.org
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Innovating for a

smarter, safer world.
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Axis at a Gla_nce

AXis is Developing the

founded

by Keith
Bloodworth, Martin
Gren and Mikael
Karlsson

industry’s first
System-on-Chip
specifically for
video surveillance:

ARTPEC

1984&1996— 1999

oy

Inventing Launching our first

network . partner

video with AXIS program

200 Network for channel
Camera partners

www.axis.com

Establishing the AXiS
Communications
Academy

2005

——

— 007

y Signing the
= UN Global
7% Compact

agreement

o

.

5 (6]

—

Entering the
physical access
control market by

launching our first door
controller

2013

Developing Axis
Zipstream
technology

Entering the body

worn camera
market with our first
body worn camera

Releasing AXiS

Cloud Connect

an open hybrid cloud

platform, enabling
anaged services

Releasing the 9™
version of ARTPEC,
with support for the
proven AV1 encoding
standard

AXISa

COMHHEAUNHICATIONE



Products & Solutions

Network !
intercoms

Network cameras

Explosion Management Video recorders System
protected software & workstations devices

a1 s €

Accessories

Wearables

www.axis.com

AXISa

COMMUNICATIONS


https://media.axis.com/search/all?limit=12&query=recorder&folder=742&properties%5Bofficial_restricted_use%5D%5B%5D=all&sort=relevance&mediaId=350251




Cybersecurity Considerations

> Software Bill of Materials e
Y adiy
> Bug Bounty Program \ 4

> FIPS 140 Certified ACIA $

> CVE Numbering Authority
> Zero Trust Networking

> Security Patches Provided
for an Average of 10 Years

www.axis.com/cybersecurity AXISa

CCCCCCCCCCCCCC



2 Axis E

:

Xperience Vehicle
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Experience Innovation on Wheels with the Axis Experience Vehicle

The Axis Experience Vehicle (AEV) brings the

future of security and surveillance directly to
you.

Designed as a mobile extension of our Axis
Experience Center, this 39-foot, state-of-the-art
vehicle delivers hands-on access to the latest
iInnovations in security, analytics, and network
solutions—all in real-time, right in your area.

www.axis.com




Discover Countless Axis Solutions

> Air Quality Sensor §
> Network Display Speakers B i

> Audio Analytics

nnovating f0F
> AXIS Camera Station Pro o smartet,
1 safer worlcil
> ARTPEC-9 SoC with AV1 support g 2 Ml Bt

> Smart Search 2 with free text search

www.axis.com

CCCCCCCCCCCCCC



Save the Date!

When: Wednesday, Sept. 10th, 10am - 4pm
Where: 201 Tyler Way, Moraine, OH 45439

@ Get your
t: free tickets

. NoOw!

Come and go as you please, [=]
lunch will be provided!

2\ =BriefCam Genefec

. 1l sound
’ milestone Py RUCKUS @ intelligence
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free tickets
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SINCLAIR

Workforce Development
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We strive to support founder David Sinclair’s mission to

“Find the need and endeavor to meet it.”

By partnering with local industry leaders, Sinclair Workforce
Development provides consulting, training, certifications,
custom training solutions, and resources relevant to the

demands of today’s job market.

SINCLAIR

Workforce Development

©

MISSION

Advancing personal, erganizational,
and economic growth through
custom solutions.

-

ae

VALUES

Responsive
Impactful
Collaborative
Trailblazing



INDUSTRY
CERTIFICATIONS

PRACTICE AREAS

LEADERSHIP AND
ORGANIZATIONAL
EFFECTIVENESS

OPEN ENROLLMENT
AND ELEARNING

MANUFACTURING
SKILLS TRAINING

/

A

SKILLS-BASED
ASSESSMENTS

4

A

” 10,000
| small
businesses

~

? 4

[Ohio TechCred{ﬂ




Workforce

Development Series

Foundational E me rg I N g

Leadership

Series | eaders

el Supervisors




77% 58%

of organizations report they are
currently experiencing a
leadership gap.

of Managers said they did not
receive any management training.

Why invest in training?

93%

of employees would stay at a
company longer if it invested in
their careers.

S| N CLA | R Source: "Leadership Transition Report 2021," Development Dimensions International, Inc.,2021

Workforce Development
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] Foundational Leadership S

. !

Unleashing
Your
Leadership

Communication Managing

that Conflict with
Confidence

Connects
Potential




) Foundatlonal Leadershlp Series

Building a Feedback: The
Culture of Art of Giving
Accountability and Recelving

Inclusive

Leader

SINCLAIR

Workforce Development



l Supervisor Series
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Developing

Your Team: Taking Back
Strategies for Your Time

Supervisors

4
ms
stronf Tea

Strong
Teams Start

with Trust

SINCLAIR

Workforce Development



j Supervisor Series

o

Coaching for
Performance
and Growth

Navigating
the Waters

Engagement
Factor

of Change




Sinclair in Centerville Sinclair in Mason

Or let us come to YOU!
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u r Nathan was encouraging, inclusive, and

Pa rtiCi pa nts friendly. He was knowledgeable, listened

well, and provided new ideas for leading

| a team in a hybrid environment.
Make the
® | am confident his recommendations and
D Iffe re nce this course will have a positive impact on

my team environment.

- Rachel M.
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Business Development Manager
nancy.percy@sinclair.edu
937-672-7049
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q% KEEPER + |FR| | WhyLegacy PAMIsaRisk You Can't Afford

FedRAMP

Discover the Keeper Advantage

Today's cyber threats demand more than outdated tools — they require a modern, agile approach to
security. If your organization still relies on a legacy Privileged Access Management (PAM) solution,
you're not just behind the curve — you're at risk. Let us show you how Keeper Security is redefining

privileged access management with an unparalleled zero-trust approach.

Ovutdated PAM solutions
are a liability

Legacy PAM systemns were designed for a world of static networks
and secure perimeters. But in today's fast-paced, cloud-native
waorld of hybrid environments and remaote work, these outdated
solutions leave critical vulnerabilities:

o1 Gapsin 02 Underutilized 03 Cloud-native
security complexity disconnect
Legacy PAM requires multiple Many arganizations deploy only Legacy systems can't keep up with
firewall openings {ports 443, B0, 22, a limited number of legacy PAM modern CI/CD pipelines, dynamic
ete.), creating a porouvs network that's features, creating shadow T issues secrets management or automated
ripe for exploitation. and o false sense of security. secref rotation.

The result? Increased attack surfaces, inefficiency and operational bottlenecks.

Why organizations of all sizes choose Keeper

Keeper is the zero-trust, cloud-native PAM solution built for the challenges of today and tomorrow.
Here's how Keeper solves problems that legacy PAM systerns can't:

Perimeterless security with zero-trust
Mo open firewall ports required.

Every access request is avthenticated and encrypted
at the device level.

Seamless DevOps integration
AP|=first design integrates with CI/CD workflows.

Avtormnmated secret injection and rotation ensure

secrets stay secure without slowing developers down.

Irenclad zere-knowledge encryption

Each record is encrypted individually using AES-256
GCM, ensuring no single breach compromises your
enfire system.

Simplified deployment and full utilization

*  User-friendly design eliminates shadow IT and
ensures every feature works out of the box.

*  Teams adopt Keeper effortlessly, avoiding
cumbersome workarounds.

Advanced compliance & audit capabilities

*  Comprehensive logging and reporting integrote
seamlessly with SIEM systems.

+  Full visibility ensures compliance with evalving
regulations, including GDPR, HIPAA and more.

& 2024 Keeper Seourty, Inc.
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Data Sheet
d% KEEPER Why Legacy PAM Is a Risk You Can't Afford

The Keeper edge: Built for the modern era

Unlike legacy solutions pateched fo accommadate cloud technologias, Keeper was built for the cloud
from day one:

FedRAMP Authorized and available in the AWS GevCloud: High availability with global
data sovereignty options.

Double encryptien: Data at rest s encrypled locally, while data in transit uses TLS 1.3 with
an additional payload encryption layer.

Breach prevention: Features like BreachWatch”™ actively meonitar for compromised
credentials without exposing sensitive data.

Empower your security with Keeper

When you switch to Keeper, you're not just getting a PAM solution — you're future-proofing your organization.
Owr platform combines cutting-edge technology, zero=trust architecture and seamless integration fo ensure:

Reduced attack surfaces and fewer vulnerabilities.
Improved operational efficiency without sacrificing security.

Regulatory compliance with the most advanced encryption and loggaing capabilities.

Act now before it's too late

Dan't let your legacy PAM salution become yvour Achilles' heel. Let Keeper Security empower your
organization with modern, scalable and ironclad privileged dccess management.

Schedule a demo teday to see how Keeper can revelutionize your arganization's security posture
while driving business agility.

About Keeper Security

Keeper Security is a leader in zero-trust and zero-knowledge cybersecurity solutions,
trusted by thousands of businesses worldwide. Learn why organizations across industries
choose Keeper to protect their most sensitive data.

Your security deserves more than a legacy solution. Make the move to Keeper today.

£ 2024 Koepar Securty, inc.
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Keeper Security

Sales Qualifying Questions for Partners

B Keeper Password Manager
Enterprise Password Security & Compliance

'

L

How does your organization currently manage employee passwords and prevent credential reuse?

Are you struggling with enforcing password policies across teams while maintaining compliance
(MIST, CMMC, FedRAMP, StateRAMP, GDPR)?

Do you have visibility into weak, reused or compromised passwords across your organization?

Would you like to eliminate password-related breaches and phishing risks while simplifying user access?

= Keeper Secrets Manager
Secure Storage & Management of APl Keys, Certificates, & Secrets

e

How do your DevOps, IT and security teams store and share AP| keys, dotaobase credentials and
certificates?

Are secrets being stored in plaintext, spreadsheets or code repositories, posing a security risk?

Do you need an automated, FedRAMP- and StateRAMP-authorized solution for secure secrets
management?

Would you benefit from a zero-frust, zero-knowledge approach that eliminates credential sprawl and
unauthorized occess?

@ Keeper Connection Manager
Privileged Access Management & Remote Session Security

"

w

e

How do you secure remote access for privileged users and systemn administrators?
Are you looking for a secure, browser-based alternative to traditional VPNs, RDP and 55H fools?
Da you have real-time visikility inte whao is accessing critical systems and when?

Would you like a FedRAMP- and StateRAMP-authorized Privileged Access Management (PAM)
solution without agents or WPMNs?

How do you currently provide secure access to cloud and on-prem applications for remote teams?
Are VPN limitations causing performance and security challenges in your organization?

2025 Keeper Searily, Inc
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Keeper Security
Sales GQualifying Guestions for Partners

(R KEEPER

[El Keeper Remote Browser Isolation (RBI)
Secure, Isolated Web Access for End Users
~  How do you protect employees from phishing, malware and browser-based threats?
«  Would you like a way to prevent credential theft and session hijacking without disrupting workflows?

+  Are you interested in a solution that allows users to browse the web safely, isclating all threats before they
reach your network?

« Do you require a FedRAMP- and StateRAMP-authorized web security solution that neutralizes
browser-based cyber risks?

+  Would you benefit from only allowing employees to navigate to o pre-approved list of URLs within a secure
browser environment?

@ KeeperPAM

®
Privileged Access Management
+ How are you protecting access to your servers, databases and Saa$ web apps?
+ Do you have a clear understanding of who has access to your most sensitive systems and what

exactly they are doing with it?

~ What challenges do you foce in regularly vpdating and rotating privileged credentials to reduce
security risks’?

+ Do you have users who require Just-In-Time (JIT) or temporary access to critical systems?

About Keeper Security

Keeper Security is transforming cybersecurity for thousands of organizations globally. Built with end-to-end
encryption, Keeper's intuitive cybersecurity platform is trusted by federal agencies including the Departments
of Justice and Energy to protect every user, on every device, in every location. Qur patented zero-trust and
zero-knowledge privileged access management solution unifies enterprise password, secrets and connections
management with zero-trust network access and remote browser isolation. Keeper is FedRAMP and StateRAMP
Authorized, SOC 2 compliant, FIPS 140-3 validated, as well as 150 27001, 27017 and 27018 certified. Learn how
Keeper can defend your crganization against today's cyber threats ot KeeperSecurity.com.

keepersecurity.com | sales@keepersecurity.com & 2025 Keeper Searily, e,



ICEEPEIR | Enterprise Password Manager

PASS > MANAGER Prevent breaches, reduce help desk costs and ensure compliance.

Weak and stolen passwords, credentials and DevOps secrets are a leading cause of data

C ha I I en ges breaches. Most erganizations lack visibility inte these threats, with na way to enforce

security best practices across every employee, in every location, across every device,
application and system. This creates a series of challenges for IT admins.

01 02 03 04

Organizations are becoming  Modern ways of working with Attack surfoces are expanding Conventional cybersecurity

increasingly complex and distributed remote work and expanentially as billions of solutions are siloed in nature,

consist of human and multi-cloud computing hawve additional devices, credentials creating critical gaps in

machine eredentials that made traditional IT perimeters and secrets are connectad fo visibility, security, control,

nead to be protected. obsaolete, increasing risk distributed networks - both on compliance and reparting.
for everyone. and off-premises.

Organizations that don't address these core challenges face a heightened risk of data
breaches, compliance viclations and operational friction.

Solution

Keeper Enterprise Password Manager monitors and protects every user on every device across an organization with full cloud and
native-application capabilities. Keeper seamlessly integrates with existing IT technology, including Security Information and Event
Monagement (SIEM), Multi-Foctor Authentication (MFA), passwordless and ldenfity Provider (IdP) solutions.

Keeper provides comprehensive authentication and encryption across every website, application and system employees inferact
with. The platform is easy to deploy, easy for non-technical users to adopt and Is the most secure product of its kind. Keeper holds
the industry's longest-standing SOC 2 Type | and || complionce and is 150 27001, 27077 and 27018 certified as well as FedRAMP
and StateRAMP Authorized.

Don’t get hacked.
on ge a c e . Keeper Security is transforming cybersecurity for people and

Learn more organizations globally. Keeper's intuitive solutions are built with
keepersecurity.com end-te-end encryption to protect every user, on every device, in
avery lacation. Trusted by millions of individuals and thousands
of organizations, Keeper is the leader for password, passkey and
secrets management, privileged access, secure remote access
and encrypted messaging.

Start o free trial today
keeper.ioftry

WmXeof

& 2025 Keeper Seourty, Inc.
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S50 Apps Password-Based Apps

SCIM Shared Possywards

Poiiioey Storoge cnd
Shearing

Infrastructure Secrets
TOTP Codes

Sacwre File Storage
and Sharing

and

SAML Appa Based Apps

Business Value

Prevent ransomware and credential-related cyber attacks

Get comprehensive visibility, enforce security best
practices and controls, and streamline compliance audits

Enhance and extend your existing Single Sign-On (550}
deployment

Improve employes productivity and reduce the burden of
password-relaoted tickets for your helpdesk and IT teams

Keeper Privileged Access Management Platform

Se< Opi. Dew Opa LIT

Adrnin Coniols and
Control Plone

Enforcement Policies
Visibility ond Anolytics
Security Audit
Jusi-in-Time Access EventLegs and

Motifications

Tave-Starding Privilege
Complionce Reporting
Application Controly

SUEM Integraticn
ik Apge

Dork Web Threat
Wkeites Trocking
Chaud Apps Rish Momogament

Indranet S

Key Capabilities

Encrypted end-user vaults

Password and passkey storage, management and sharing

KeeperFill® browser extension powered by KeeperAl™

‘Web, desktop and mobile apps

Dark web monitoring with Breach'Watch

Seamless provisioning and integrations

Role-Bosed Access Controls (RBAC)

) 2025 Keepar Sacurty, Inc.
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@ KEEPERPAM Sales Battlecard

What is KeeperPAM?

KepperPAM™, & next-gen, rera-trust, rera knowledge solution, provides a
simple, effective, asy-to-use and simple way to deploy a Privileged Access
Manragement (PAM) taal that eclipses tradilional PAM selulicns. Keeper

is the first company in the industey ta unily three essential PAM products
Tor unparalleled cost-elMectiveness, rapid provisioning and ease-ol-use.
KeeperPAM includes:

§ HKeeper Enterprise Password Manager [EPM)
Enables arganizations to manage, protect, discover, share and rotate
passwords with security, control and visibility o simplily auditing and
campliance.

& HKeeper Secrels Manager [K3M)
Defivers a fully-managed, cloud-based solulion to secure infrastructure
secreds such as AP keys, database credentials, access heys and
certificales.

& HKesper Conneclion Manager (KCM)
Provides an agentless remaote desklop gateway for instant privileged
sedsion managemenl, remabe infrastructure access and Secure remote
datahase sccess - without the need for & VPN with RDE, 55H keys,
database and Kubernetes,

‘Why Did We Launch KeeperPAM?

According to & global research report, PAM users want a simple salution
that is secure and fast to deploy. Some findings include:

= BT% of respondents say they would prefer a simplified form of PAM that
is easier Lo deploy and use.

On average, IT teams only vse 62% of their current PAM Tunctionality.
58% of respondents agree there is waste in their PAM salution.

Roughly two-thirds of survey respondents indicale thal pricey and
superfluous PAM fealures create tae much complexity for users,
reducing user satisfaction.

More than hall of all IT teams - 5636 - repart they tried to deplay a PAM
sodution Bul never imglemanted L OF thode, 92% 28id il was because
IEeir PAM 2alutian was oo comiplex.

Mest arganizatians - 853 - say their PAM product reguires dedicated
stall to manage and maintain

Twa-thirds of IT leaders - 66% - say they need a beller PAM solution,
but 56% say they do nol have one because it is oo expensive.

What are the Use Cases for perPAMT

Password Management. Protect and manage your organization’s
passwords, metadata and files with encryplion to protect against threat
aelors.

Password Sharing. Securely share passwords and sensitive infermatien
with users and teams.

Password Discovery. Scan and ldentify aceounts in an-premises and cloud
environments, and converl them inla managed records in the vaull.

Password Retation. Rolale passwords, keys and secrels on a scheduled
basis ar upon chech-in Lo mitigate the risk of abuse or misuse.

Secrets Management for DevDps Eliminate secrets sprawl by removing
hard coded eredentials fram source code, and scripks - with no code
changes.

Privileged Session Management. Securely and simply manage applications,
syslems, canlainers and dababases for users, beams, and nodes far any user,
3rd-parly or contract employee.

35H Hey Managemenl. Manage and protect 35H keys and digital
certificates acrods your Lech slack, while ensuring your secrels, passwards
and files are only svailable ta sutharized individuals.

Remote Infrastructure Access. Initiate simple, secure remale access with
ROF and commoen prolocols, withoul the use of 8 YPN.

Secure Remote Dalabase Access. Administrators can provide direct
database access to MyS0OL and ather database types via 35H and
Fematedpp - withoul having Lo share credentials.

Single Sign-0n Security. Seamlessly and quickly strengthen SAML-
carmpliant |dPs, AD and LDAP far quick and secure access 1o olher
salutions.

Zero-Trust Security. Strenglhen your organization with zero-trust security
and policies Lo ansure & clearly defined perimeler autside of the network.

Passwordless Authentication Enable passwordless authentication for fast,
secure access lo applicatlions for the ultimate frictionless lagin experience.

Credential Governance & Controls. Gain visibility, contrel, and security
across the entire arganization.

Industry Compliance & Reporting. Achieve industry compliance and audit
reporling including SOX, FedRAMP StateRAMP, HIPAA, PCI and mare L
el cofmpliance mandales,

Key Challenges for Organizations

= Anorganization’s infrastruckure consisis of both humans and machines
which need o be pratected.

The traditional IT perimeler has vaperized due Lo distributed remole wark
and multi-clowd eampuling.

The atlack surface has exponentially increased with more sophisticated
allschs an additional devices, credentiale and fecrals on remals nelworks.

RLV L3020 & 2023 Reeper Security. Inc

Traditional cybersecurity solutions are heterogeneous. Disparate, isolabed
soltware products provide inadequate visibility, security, reporting and
control

Heterageneaus I T envirenments radically increase aperating rish because
they create critical securilty gaps which leave arganizations vulnerable.

Purchaging, deplaying and managing disparate software is cost-prahibitive
and does nol protect againel modern internal and external threats,

CONFIDENTIAL - FOR INTERMAL USE ONLY
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@ KEEPERPAM Sales Battlecard

What are Traditional PAM Concerns? Qualifying Questions

Cost Prohibitive. Far more expensive product codls, maintenance and Are you currently using a PAM solution?
support.
Difficult to Provision. Technically complex te deploy, reguires dedicated I yes

resaurces having an average deployment time of & 1o 18 meaths.
Have yau fully daplavad youre BAM solulion?
Difficult bo Use. Antiquated Ul and product manuals that are often = 1,000

pages create snd-user camplexity and confution, Do pou e all the fedlures?
Dpagque Visibility. Hindered by disparate, antiquated products that Faeus on Do you need & salulion thal is agentless?
IT stadl - not the entire organization. How have users sdoptad this safution?

Inadequate Security. Traditional solutions are ofen nol 2era brust or 2era
knowledge and thus, cannol protect against modern threal vectors.

How long did il take [o deploy the salulion?

If e
What are the KeeperPAM Advantages? What companents of PAM are you leaking for?
Cost Effective. Fewer products to purchase and easier for IT o menage Can you explain your process far managing highly-privileged sccounts?

ith Tewer le.
wi WeT peopd Haiw are you currently secuving these accounls?

Fast Provisioning. Seamlessly deploys and integrates with any tech or Haure s
identity stack - in & few haurs. o i oo manage psswords?
Easy to Use, Unified admin consele and modern Ul for every employes on How do pou manage secrets?

all device bypes - average training is less than 2 houwrs, Do you have password rolation?

Pervasive Visibility. Simgplifies auditing and compliance with organization- Do pou have session management?
wide rale-based access control, event lagging and reperting.
Do pou have & way lo manage conneclions?
World-Class Security. Keeper enables zero brust transfermation and is zera
krnowledge, which relegates all encryplion key management at the client.

Competitive Talking Points Additional Resources - Next Steps

Zero-knawledge = Fasl and eaay ko deploy e

Zero-trust Simple pricing s PP i

FedRAMP & StateRAMP
certified

Mo imglementation lees

Reduced aperational costs

FPEKDKF2 encryplion

S0+ integrations

Elligtic Curée encryplion

Rated best pasiward manager
Agentless and clientless on all review siles

Cloud-based secrels
management

He complexily, simple 1o use

Includes anly the features
o peed

Highest value-to-coat ratio

REV 330,23 0 2023 Keaper Sacurity. Inc CONFIDEMTIAL - FOR INTERMAL USE ONLY
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@ I( E E P E R Fer more information
Go to the Keeper Partner Partal
K&Bper Secu rify Knﬂwledge Shﬁe* Email: partners@hkespersecurity.com

Who is Keeper Security

Keeper is the leading provider of zero-trust privileged access management and enterprise password management seftware,
trusted by millions of individuals and thousands of organizotions. The platform seamlessly integrotes with any tech stack fo
prevent breaches, ensure compliance and enable easy and secure oocess fo resources.

KesperPAM® secures and manages occess to an organization's critical resources, including servers, web apps, dotabases and
wiorkloads. Every user and device in the enferprise is avthorized and authenticated with meonitering, threat tracking and reporting.

KeeperPAM, a patented dovd-native, zero-knowledge platform, integrates enterprise possword management, secrets
management, conmection manogement, zero-trust network access and remote browser isolationinte one easy-to-use inferface.
Keeper's enterprise password management solution is part of KeeperPAM, allowing erganizations to deploy o unified platferm and
assign PAM licenses to users who require them, while providing enterprise paossword manager licenses fo others,

‘Why Keeper Stands Out

Keeper is FedRAMP and StoteRAMP Avtherized, S0C 2 Type | and || compliant, and |50 27001, 27017 and 27018 certified. Keeper
has oward-winning custormer support and ranks highly in independent reviews. The salution is the only one of its kind in the industry,

unifying traditional enterprise password management and PAM functionality in o simple, easy-to-deploy cloud platform that is
cost-effective and highly secure.
Cybersecurity Statistics

B2% OFIT leaders say they'd be better off moving their &8% Of breaches involve the human element, with the majority
traditional PAM solution to the cloud due to stolen or weak passwords, credentials and secrets

58% OF IT teams have not deployed a PAM solutfion because it =T0% Of phishing ottacks aim fo steal login credentials
wias oo expensive

Dangerous Employee Cybersecurity Habits

Reusing passwords - If just one reused password is compromised, every gocount that uses the same password is also of risk
Creating weak passweords - Weok passwords are easier for an unaouthorized vser o guess or crack

Resetting passwords multiple times - The more often you manually reset your passwords, the more likely you are to use weak
posswords or begin reusing passwords if you don't use o password manager

Sharing passwords insecurely - Insecure sharing methods like text message and email are not encrypted, which means anyone
can imtercept them

» Monitors and protects every vser on every device across the organization

» Seamlessly infegrates with your existing IT stack

- Frovides comprehensive authentication and encryption across every website, application and system employees inferach with
» Consolidates enterprise possword management and PAM functionality into a single interface

» Provides visibility, security ond contrel of credentials across the organization






August Threat Briefing
Major News

SharePoint OnPrem Targeted

Hoo

00“"
Multi layered attack, using one vuln to bounc ...m.“wu
(common theme these days, see Apple update elow) * =

Web Application Firewall / Gateways should be K*““"'
end points. Never put the full server on the mter'am}lt I.d
have detected an initial request to the /toopane. aspx pags
and should have blocked the attack.

Wordpress Exploit in the Wild

A plugin called "Alone - Charity Multipurpose Non-profit- ..
WordPress Theme" has a hole that will allow full a‘esfto the
site just uploading a file and exploiting AJAX compo'g\,ts

(https://thehackernews.com/2025/07/hackers-exploit-critial-
wordpress.html) N / h
; Z > '



https://thehackernews.com/2025/07/hackers-exploit-critical-wordpress.html
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https://thehackernews.com/2025/07/hackers-exploit-critical-wordpress.html
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August Threat Briefing
Major News

Possible ChatGPT Date Leakage

If you have ever shared a chat in ChatGPT, it a‘! ..'.':""'.5.""' .
og '

by Google. You can test this by searching Go - ‘..
) »

site:chatgpt.com/share GoCyber Collective \

Minnesota Hack Reported First on Slack

If you aren't yet in the slack group, you might want to co
it. We heard about this hack and the national guard being

up days before anyone else was talking about it. P

Sonic Wall VPN Issues Reported First on SIacI“ 'y

By now you should have your Gen7 SonicWall VPN offlir n
it might already be compromised. ‘ N o et

—



https://www.sonicwall.com/support/notices/gen-7-sonicwall-firewalls-sslvpn-recent-threat-activity/250804095336430

August Threat Briefing
Major News

Exchange Servers OnPrem & MS Teams Un .A“_“_“.__»»_-;z._l

e
U

Exchange should be behind a 3rd party spam us fi
never directly on the internet

MS Teams is fake Tech Support Social Englneerln
where they trick users into running a powershell'smp
gain local admin access.

WinRAR is Being Exploited, Update ASAP

Hackers can override the "extract to" path and place
In the startup or windows folders.

control systems need to be patched',lfy
either, but sure to update.***
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August Threat Briefing
Major News

Remember the United Healthcare Incident fro
192.7 million people were impacted.

Largest Healthcare Incident to date!

Speaking of Hacks... One of Google's salesforce instances
breached

2.5 Million records, mostly Google Ad customer data
Guess how they gotin.... Yep. Social engineering




Apple Updates for Mac & iOS -

August Threat Brief

OS Updates

Windows 11 Update - 130 Vulnerabilities Patched -



https://thehackernews.com/2025/07/apple-patches-safari-vulnerability-also.html
https://thehackernews.com/2025/07/apple-patches-safari-vulnerability-also.html
http://hTttps:/www.cyberdaily.au/security/11572-4-2m-impacted-by-scholastic-data-beach
http://hTttps:/www.cyberdaily.au/security/11572-4-2m-impacted-by-scholastic-data-beach

Google Releases Its H2 2025 Cloud Threat Horizons Report. Top 5 Items to Watch for
Based on the Advanced Release:

1. Foundational Security: Credential compromise and misconfiguration remain the top
entry points for threat actors in cloud environments. Foundational security measures are
the most effective defense against these persistent threats.

2. Targeting Backup Infrastructure: Financially motivated threat groups are increasingly
targeting backup systems, challenging traditional disaster recovery methods. This highlights

A u g u St Th re a t B ri e the need for Cloud Isolated Recovery Environments (CIRE) to ensure business continuity.

3. Social Engineering and MFA Bypass: Advanced threat actors are using social
M u St Re a d S engineeringto steal credentials and session cookies, bypassing multi-factor authentication

(MFA) to compromise cloud environments and steal high-value assets for financial gain.

4. Decoy Files: Threat actors are misusing trusted cloud services to deliver decoy files,
such as PDFs from legitimate cloud storage, to infect systems. This tactic deceives victims
while malicious payloads are downloaded in the background.

-

5. Browser Extension Supply Chain: To counter threat actors using compromised OAuth
tokens to bypass MFA and inject malicious code, Google introduced Verified CRX Upload

controls to secure the non-human identities used in cloud-based build processes.
\.
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September Speaker
Anna Blair — KBR

Senior Systems Engineer

Securing What Matters: A

Systems Perspective on Cyber
Risk

How Safety Concepts Inform a
Broader View of Security

Proactively Reason
Cybersecurity Beyond
Component-Level Threats



August Parting Shots

> Local Gov't/Public Safety SIG|
Sun Watch Room

» Education SIG — Wright Patt
Room

> Defense Contractor SIG —
Hawthorn Room

Sponsorship Committee
Turn in your lanyards at thqu :
desk
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Information

Email me at john@GoCyberCollective.org.

If you have a suggestion on meeting
topics, special interest groups, breakfast
menu, or anything else we want to hear
from you.

You can register for future breakfast
meetings from the website.

GoCyberCollective.org



https://gocybercollective.org/
https://gocybercollective.org/
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