Cyber for Supervisors in Executive Leadership
One-Day Workshop | 8 Hours

Overview: This course is designed to equip local government leaders, executives, and
supervisors with the necessary insights and strategies to oversee and implement
effective cybersecurity practices within their organizations. Participants will gain a better
understanding of cyber hygiene, the importance of audits and regular training,
insurance considerations, and relevant legislative frameworks.

Learning Objectives:

e Recognize the significance of cybersecurity at an organizational level and the role
of leadership in maintaining a strong security posture.

e Understand and implement cyber hygiene practices across all levels of their
organization.

e Develop a comprehensive understanding of insurance roles and requirements in
a municipality’s cyber plan.

e Gain insight into Ohio’s House Bill 96 and its implications for cybersecurity.

e Acquire a foundational overview of the Cyber 101 principles necessary for law
enforcement and first responders.

Workshop Agenda:
8:00 AM - 9:30 AM

e Module 1: Cyber Hygiene for Leadership
o Importance of cybersecurity leadership and governance.
o Best practices for implementing organization-wide cyber hygiene.
o Creating a culture of security within governmental organizations.

9:30 AM -10:30 AM

e Module 2: Regular Training and Workforce Development
o Developing a continuous learning and training program for all staff levels.
o Utilizing simulations and drills to prepare for cyber incidents.
o Key metrics and KPIs for measuring cybersecurity effectiveness.

10:30 AM - 10:45 AM

e Break



10:45 AM - 11:45 AM

¢ Module 3: Cybersecurity Audits and Assessments
o Steps for conducting comprehensive cybersecurity audits.
o Understanding risk assessments and integrating findings into strategic
plans.
o Tools and resources available for audits in governmental settings.

11:45 AM -12:30 PM
e Lunch Break
12:30 PM - 1:45 PM

e Module 4: Insurance in Cybersecurity Strategy
o Role of cyber insurance in risk management and recovery plans.
o Evaluating and selecting appropriate insurance policies for municipalities.
o Case studies on incidents where insurance played a key role in recovery.

1:45 PM - 2:15 PM

¢ Module 5: Legislative Review — Ohio House Bill 96
o Overview of Ohio House Bill 96 and its impact on local government
practices.
o Compliance requirements and timelines.
o Resources and support for meeting legislative mandates.

2:15 PM - 2:30 PM
e Break
2:30 PM - 3:15 PM

e Module 6: Cyber 101 for Law Enforcement Overview
o Introduction to essential cybersecurity concepts for law enforcement.
o Highlight key modules relevant to municipal leaders and first responders.
o Strategies for collaboration with law enforcement in cyber preparedness.

3:15 PM - 4:00 PM

¢ Module 7: Strategic Planning and Leadership in Cybersecurity
o Building a proactive rather than reactive security posture.
o Aligning cybersecurity strategies with organizational goals and resources.



o Panel discussion or open forum with cybersecurity experts or local leaders.
4:00 PM - 4:30 PM

e Open Floor Q&A and Roundtable Discussion
o Facilitate discussions to address specific concerns or share best practices.
o Encourage networking and collaboration among participants for continued
support.

Materials Provided:

e Cyber Hygiene Checklist for Leadership

e Training Plan Templates

e Guide to Cyber Insurance for Municipalities
e Summary of Ohio House Bill 96

e Cyber 101 Overview

Who Should Attend:

e Local government leaders and executives
e Supervisors and managers in governmental organizations
e First responder leadership teams

This syllabus ensures that participants will leave with actionable knowledge and a
strategic understanding of how cybersecurity plays a critical role in their organizational
leadership and management duties. It should help them navigate the complexities of
modern governance in a digital world.
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