


January Announcements
Serving Our Communities

Happy New Year!

Thank You, Extreme Networks!

TechCred Paused

GoCyber/Cincinnati InfraGard Collaboration

Internship Summit – Feb. 25, 10 AM – 11:30 
AM

Cyber Insurance Summit – March 17, 10 AM –
11:30 AM



CMMC for the Little Guy: 
How Small Businesses Can 

Achieve Compliance

Expert Guidance on CMMC

Professional guidance to help 
attendees understand the complexities 
of the CMMC framework.

Compliance Strategies

Participants will learn practical 
strategies to achieve and maintain 
CMMC compliance.

Real-World Experiences

Insights from real client stories and 
case studies to effectively address 
common compliance challenges.

January 27 1 PM – 2:30 PM

Triumvirate Cybersecurity will give you 
actionable steps to begin or maintain 
your CMMC journey.



Introduction to Cybersecurity for 

Water & Wastewater Operators



January GoCyber
Collective Keynote 
Speaker

-General Paul Craft

-Former Commander U.S. Army

Cyber Command

-GoCyber Collective Board

Member

-Pres. DataShapes AI

-Senior Advisor/Board Member of

Numerous Organizations



TOP CYBER THREATS        
FOR 2026 

BG PAUL CRAFT, US ARMY (RET)



BACKGROUND

• Local kid, graduated from Miami (County) East 

H.S. then United States Military Academy in West 
Point, NY

• First 20 years, lead DoD IT networking 
organizations across the U.S. and globally from 

Republic of Korea to Afghanistan 

• Last 10 year, shifted to leading U.S. and 
International cyber operations first on the defense 
then on the offense

• In between playing defense and offense, was the 
US Army’s Chief of Cyber and Electronic 
Warfare and Chancellor of a military university 

• Since retiring at the end of 2024, I find 
companies with capabilities I wish I had in uniform 
and causes I care about – like GoCyber
Collective  



UPFRONT 

• Threats are ever increasing – Volume, Speed, Complexity – No Bar to Entry

• The more ways to network, the more ways to attack, the more that has to be defended 

• Networking is always about better/faster ways to connect, easier ways to communicate

• Security will slow network access and network performance

• AI has had an exponential impact on attack vectors and new security requirements

• Most fails still happen due to simply not keeping systems up to date with patches



SOCIAL 
ENGINEERING AND 
PHISHING/SMISHING

• We (people) can be the 

weakest link on the network

• Lack of cyber education / 

training on threats

• Not understanding how to 

turn on security controls on an 

end device (laptop or phone)

• AI adds to great volumes 

and sophistication to all 

attacks 



RANSOMWARE 
ATTACKS

• Biggest money maker for 

criminals – avg payout is 

$2.4M

• Focus in manufacturing and 

finance



CLOUD 
VULNERABILITIES

• Many companies shift to clouds 

without understanding how 

they work, how they are 

secured, etc

• Leads to misconfigurations, 

insecure APIs, poor access 

controls

• Cloud providers (depending 

on your contract) aren’t 

required to tell you if your 

data was exposed



INTERNET OF 
THINGS (IOT) 
ATTACKS

• Smart Devices / Cars

• Doors

• HVAC

• Security Cameras

• Industrial Control Systems



ADVANCED 
PERSISTENT 
THREATS (APT)

• China, Russia, Iran, North 

Korea

• Sophisticated, long-term

• Well Financed

• Aimed primary at gov’t 

agencies, defense industrial 

base, and critical 

infrastructure



INSIDER THREATS

• Accidental or malicious

• Some opportunities created by 

company policies (work from 

home, remote work, BYOD, 

single sign on, etc) – without 

requisite cybersecurity controls

• Big problem is failing to delete 

accounts for employees who 

have departed



MALWARE

• Viruses, spyware, trojan 

horses, ransomware, etc

• How does your device get 

infected?  going to malicious 

website, downloading a 

document with an 

executable, playing a game 

with adware on your phone, 

etc



DISTRIBUTED 
DENIAL OF 
SERVICE (DDOS)

• The OG of large scale cyber 

attacks along with malware.

• Financial loss / reputation 

loss (usually for websites that 

have the ability to login)

• Saw the first use of malicious 

bots in 2017-2020



MAN-IN-THE-
MIDDLE ATTACKS

• All about stealing info/data 

in transit

• Goal to impact data 

integrity and confidence

• Grabbing credentials as you 

login, banking info, texts, 

emails, etc

• Popular at all free wifi spots:  

airports, big hotels, sporting 

events



SUPPLY CHAIN 
ATTACKS

• Hackers look for the weakest 

link in the product that will 

make it fail or be 

permanently compromised

• Targets can be big 

companies of 1000s, or small 

businesses with 10-50 

employees

• Hardware or software 

manufacturing



SOME RECOMMENDATIONS
…AND SOME QUESTIONS

Social Engineering and Phishing → Security Education and Training

Ransomware Attacks → Back-up data offsite

Cloud Vulnerabilities → Don’t dive into water with checking

Internet of Things Attacks → If connected to Internet, secure it 

Advanced Persistent Threats → Patch, Patch, Patch, Patch…



SOME RECOMMENDATIONS
…AND SOME QUESTIONS

Insider Threats → 90-day access controls

Malware → Regularly run anti-virus

Distributed Denial of Service → Do not advertise internal IP addresses

Man-in-the-Middle Attacks → Do not use airport or hotel wifi

Supply Chain Attacks → Triple check if remote work is worth it



Threat Briefing
Charles Zugaro – Cybersecurity 
Analyst – Warren County 
Telecommunications



January Threat 
Briefing

•Critical zero-day vulnerability in Gogs

•Flaw arises from improper handling of symbolic links in the PutContents 
API

•Wiz has observed over 700 compromised instances, representing roughly 
50% of all internet-exposed Gogs servers

•CISA has recognized the active exploitation of Gogs vulnerabilities, 
necessitating immediate defensive action

Gogs Symlink 
Bypass Remote 
Code Execution 
(CVE-2025-
8110)

•Maximum-severity vulnerability (CVSS 10.0) dubbed "NI8MARE" has been 
identified in n8n, a widely used workflow automation platform

•Flaw is a content-type confusion bug in how n8n parses incoming 
webhook data

•Exploiting this flaw allows attackers to forge session cookies, exfiltrate 
credentials, or execute arbitrary commands by injecting malicious 
scripts into active workflows

•Over 100,000 instances potentially exposed

n8n "NI8MARE" 
Content-Type 
Confusion(CVE-
2026-21858)



January Threat 
Briefing

HPE OneView Unauthenticated RCE (CVE-
2025-37164)

➢ On December 17, 2025, Hewlett Packard Enterprise 
(HPE) disclosed a CVSS 10.0 vulnerability in 
HPE OneView

➢ Flaw allows an unauthenticated remote attacker to 
execute arbitrary code via the /rest/id 
pools/executeCommand REST API endpoint

➢ CISA has added this vulnerability to the Known Exploited 
Vulnerabilities (KEV) catalog following reports of active 
exploitation in the wild

➢ Because OneView is a "trusted" management platform 
typically deployed deep within internal networks, it is a 
prime target for lateral movement and state-sponsored 
espionage.



January GoCyberCollective
Sponsor – Extreme Networks

Glenn Mitchell – Senior SLED

Account Executive



Safely Enable AI

Across 335+ cities in 120+ 
countries

In every Cloudflare 
data center

In every 
Cloudflare server

Every 
Cloudflare 

service



Thank you!

Scott Jobe: sjobe@cloudflare.com
Robert Rasner: rrasner@cloudflare.com
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February Meeting:
Managing Technical 
Debt

➢ Helen Patton - Cisco

➢ Cybersecurity Executive 

Advisor

➢ Adjunct Professor of 

Industry Practice

➢ Sponsored by Xerox 

IT Solutions



January Parting Shots

➢ Local Gov’t/Public Safety SIG – Sun 

Watch Room

➢ Education SIG – Wright Patt Room

➢ Defense Contractor SIG –   Hawthorn 

Room

➢ Register for CMMC Workshop, 

Monthly Meetings

➢ Cyber Insurance Summit

➢ Turn in your lanyards at the desk



Information

Email me at john@GoCyberCollective.org.

If you have a suggestion on meeting 
topics, special interest groups, breakfast 
menu, or anything else we want to hear 
from you. 

You can register for future breakfast 
meetings from the website.

 GoCyberCollective.org

https://gocybercollective.org/
https://gocybercollective.org/


Event 

Sponsors
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