


Kettering Health Hit Making National
Headlines

Ransomware attack triggers ‘system-wide’
tech outage at large network of medical
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Two buried
‘supercontinents’
hiding inside Earth
could be much...

9-year-old Asha
Degree vanished 25
years ago. DNA and
newly revealed...

‘I want to reclaim
my skin': Why these
people are
removing their...

A pissed-off surfer
crowdsourced
friends — and
cracked an allege...

Cyberattack Vit
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May Announcements
Serving Our Communities

» Thank You, Fortinet!

» Cympire as a Service:
“Play” inside the world’s
premier range

» Incident Response Class

> Intro to Cybersecurity for
Water Operators Launched

Cyber 101 for Law
Enforcement Certified
(Sept. 8, 2025)
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May Announcements
Serving Our Communities %

» Incident Response Course (Twc
Day Workshop) 4
» “Road to Zero Trust” (June 10t)
» Workshop Ideas? WX? Ham
Radio? LEADS?
Sponsorship Committee
Safe Senior Surfing and Healthy
Digital Families are serving at-rjgk
populations
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May GoCyber

Collective Keynote
Speaker




CEDARVILLE CYBER

GOCYBER COLLECTIVE MONTHLY MEETING
MAY 2025
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"Kaspersky Lab’s experts can confirm they have
discovered a threat actor that surpasses anything
known in terms of complexity and sophistication of
techniques, and that has been active for almost two

decades — The Equation Group...they use tools that
are very complicated and expensive to develop, in order
to infect victims, retrieve data and hide activity in an
outstandingly professional way, and utilize classic
spying techniques to deliver malicious payloads to the
victims.” - Kaspersky Labs



Head of NSA's Elite Hacking Unit: How We Hack

Chief of NSA's secretive Tailored Access Operations gives rare public talk.

By ABC News
2
January 28,2016, 12:31 PM O X &3 ¢&
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TECHNOLOGY WATERS
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Cybersecurity

4 A
Computer/ .
cggi]epnuctgr Electrical Business Sgi?azlgtles
Engineering
I I L. 7
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Cyber Cyber Cyber Cvber IT Cyber Risk Cyber Human Cyber Public Cyber Legal &
Operations Forensics Engineering y Mgmt Factors Policy Ethics

Technical

Non-Technical




The National Centers of Academic Excellence in Cybersecurity (NCAE-C) Program's History

In 1999, the National Security Agency (NSA) launched the Center of Academic Excellence in Information Assurance Education (CAE-IAE) program. Under this program, an
institution could receive the CAE-IAE designation if it passed rigorous curriculum and program requirements.

By May 1999, seven schools became designated as a CAE-IAE, and soon, many more institutions joined the ranks of CAE-IAE designated institutions. While the CAE-IAE
program initially formed to address the shortage of intelligence community professionals, the program later expanded to address the lack of qualified cybersecurity
professionals in the workforce.

In 2004, the Department of Homeland Security (DHS) became a co-sponsor of the CAE-IAE program.

In 2008, the program added a cyber research designation (CAE-R).

In 2017, the CAE-IAE designation name was changed to the CAE in Cyber Defense Education (CAE-CDE).

In 2019, a designation for two-year colleges (CAE-2Y) was added.

In 2020, the CAE-2Y designation was merged with the CAE-CDE designation and changed to the CAE in Cyber Defense (CAE-CD) designation.

Today, the NCAE-C program has over 400 institutions all over the Nation with designations in Cyber Defense (CAE-CD), Cyber Research (CAE-R), and Cyber Operations
(CAE-CO).




CYBERSECURITY
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Cyber Operations Student Outcomes

Graduates of cyber operation programs will be able to:

1.

O 0NV WN

Operate ethically at all times, respect the rights of all citizens, and obey all applicable laws
and authorities.

Apply logical and algorithmic thinking to navigate and produce effects in cyberspace.
Detail the architecture and functions of operating systems and computer networks.
Develop systems software using assembly and low-level languages.

Describe the motivations, methods, and goals of cyber threat actors.

Protect the confidentiality and integrity of data at rest and in transit.

Perform static and dynamic analysis of software to identify vulnerabilities.

Reverse engineer software and network protocols.

Secure data, computer systems, and networks from cyber attacks.

10 Plan and execute offensive cyber operations in contested environments.



Knowledge Units List

Mandatory

M1:
M2:
M3:
M4
M5:
M6:
M?7:
MS:
M9:

Cyber Policy, Law, and Ethics
Computer Science Foundations
Operating Systems

Computer Networks

Systems Programming
Cybersecurity Foundations
Applied Cryptography
Software Reverse Engineering
Defensive Cyber Operations

M10: Offensive Cyber Operations



CAE PROGRAMS IN OHIO

Use the filters below to find
institutions that match your needs.

Institution Name

All selected (3)
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+ Columbus State Community
College

+ Wright State University @ &

Air Force Institute of Technology @ [8 4%

Stark State @ [§ &

Tiffin University @
University of Dayton @ %

Sinclair Community College @ (B &
Xavier University @ [ @

Lakeland Community College @ &%

CAE-R 2009 -
2024

CAE-CD 2023 -
2028

CAE-CD 2020 -
2025

CAE-CD 2022 -
2027

CAE-CD 2012 -
2027

CAE-CD 2022 -
2027

CAE-CD 2022 -
2027

CAE-CD 2019 -
2029

CAE-CD 2020 -
2025

Cedarville University @ i

The Ohio State University @

Franklin University @ [ 4

University of Findlay @ [§ 4

Clark State College @ [A @

Terra State Community College @ [8 4%

Kent State University @ [B &%

University of Cincinnati @ [ 4%

CAE PROGRAMS IN OHIO

CAE-CD 2021 -
2026

e« CAE-CO 2018 -

2029

CAE-CD 2024 -
2029

CAE-R 2025 -
2030

CAE-CD 2019 -
2029

CAE-CD 2022 -
2027

CAE-CD 2017 -
2028

CAE-CD 2017 -
2028

CAE-CD 2022 -
2027

CAE-R 2023 -
2028

CAE-CD 2016 -
2028
CAE-CO 2014 -
2024



CAE-CO PROGRAMS

Use the filters below to find
institutions that match your needs.

a1+

Institution Name
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Regional

Programming Centers Do

Together, We Are The OCRI!

OCRI Regional Programming Centers (OCRI-RPCs) are part of the overall OCRI ecosystem. These organizations partner in
the development, facilitation, support, or delivery of programming activities directly related to the education, workforce,
and economic development missions of the Ohio Cyber Range Institute.

OCRI-RPCs offer programming competency across OCRI's missions, based on their expertise, committed capacity, and
interests. The array of competencies varies across OCRI-RPCs, with some more comprehensive in nature, while others may
focus on a specific area of cybersecurity tied to only one or two of the Cyber Range’s missions or focus on dissemination
activities powered by the OCRI. To date, 19 RPCs have been designated, comprised of 25 institutions. Learn more about
the programs, activities, and projects by clicking on the organizational logo.




"If I were giving a young man aavice as to how he might
succeed in life, I would say to him, pick out a good father
and mother, and begin life in Ohio.” - Wilbur Wright







® Cleveland

* Columbus

W PAFB
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e Cincinnati







ABOUT CEDARVILLE

* Founded 1887

* NCAA Division II athletics
153 academic programs
 Teaching college

 Focus on traditional undergrad experience




DEMOGRAPHICS

*6,400 / 4,000 (total / traditional undergrads)
*85% housed on campus

*58% from out of state

2% international students

« 28% home schooled

« 250 full-time faculty
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Cedarville Senior Recognized for NSA Bridging the Gap: New Cyber GenCyber Camp Returns to Cedarville Cedarville University’s Key Player in
Codebreaker Achievement Endeavor Cultivates Leaders Cyber Operations
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Cedarville’s Cyber Team Dominates Cedarville University Among Top Cedarville Pioneering Cyber A Leader in Cyber Security Programs
National Contests Three Evangelical Universities in WSJ Operations Program Earns NSA
National College Rankings Distinction

Cedarville-Air Force Materiel New Scharnberg Business and NSA Partnership Expands Cedarville National Excellence in Cybersecurity
Command Partnership Benefits Communication Center Open Opportunities
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§>) CYBERSECURITY DIVE

Former NSA cyber director warns
drastic job cuts threaten national

security

Rob Joyce told lawmakers mass layoffs of federal workers will hurt the ability of the U.S. to

combat malicious cyber activity from China and other adversaries.

Published March 10, 2025
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Education is
what remains
after one has
forgotten
what one

has learned
in school.

~Albert Einstein



Training focuses on...

Education focuses on...

Content

Context

Concrete details

Abstract ideas

Technologies Principles
Practical Theoretical
How Why
Competency Understanding
Applying Evaluating

Answering questions

Asking questions
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THANK YOU!



Are you interested in partnering with us to develop tomorrow's cyber leaders in the classroom while
advancing cybersecurity in our nation? If so, here's how:

« Support our Cyber Teams as they compete in cyber exercises around the U.S.
« Share your industry insights with us via a speaking engagement.

« Sponsor an engineering senior design project.

« Tour Cedarville's cyber facilities to better understand our mission.

» Invest financially to create enhanced learning opportunities for our students.

Contact us via email cybercenter@cedarville.edu or Instagram @cucybercenter.

More information

» Cyber Center website: cedarville.edu/cybercenter.
» Cyber Operations Major website: cedarville.edu/cyberops.
» Cyber Team website: cyber.cedarville.edu.

Partners
.»4_.(.,”[ % ‘N\@
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OHIO CYBER

RANGE INSTITUTE

\
CAESAR CREEK V( CRYPTIC
VECTOR







May Threat Briefing
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Lazarus Group (APT38)
Tsunami Malware Campaign
TheWizards

Ipv6 Adversary-in-the-Middle
(A1TM) Attacks

Volt Typhoon

Supply Chain and Critical

Infrastructure Attacks




=== 2= June Speaker
== swsz = @= Eric Fisher — Mad River
i S ol Local Schools
:t District Technical Coordinator
e 2019 Cyberattack that Shut
= ‘ Down the School District
The Cost: Education, Trust,
Physical

Lessons Learned: Action
Steps and Prevention



Information

Email me at john@GoCyberCollective.org.

If you have a suggestion on meeting
topics, special interest groups, breakfast
menu, or anything else we want to hear
from you.

You can register for future breakfast
meetings from the website.

GoCyberCollective.org



https://gocybercollective.org/
https://gocybercollective.org/
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