


Attackers focused on people, but most defenders didn’t

BREACHES

Endpoint
28%

97%

e SECURITY
45% SPENDING

of breaches start with attacks
targeting people, human error,
or insiders

Source: Gartner Information Security, Worldwide 2019-2025,
4Q 2020 update (2021 forecast)

Source: 2021 Verizon DBIR
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prOOprint Proofpoint Security Awareness Training
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ACE Framework
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Assess Baseline Knowledge & Behavior Gaps

] Office

Your payment has been declined.

Phishing & USB: . A ——

(‘2 Alibaba com UPDATE YOUR PAYMENT INFORMATION

Alibaba Member Services Account: %EMAIL%

v Real-life, branded templates s
seen by Proofpoint threat intel e o

Our information indizates that the payment metd you used i purshase Ofice 365
Buginess Preriium was decingd. Cantct your bank for mone delails on the relusal of
e

v Thousands of fully customizable
templates in 13+ languages

Useful Resources

“The templates used are incredible. They look like real phishing we
Knowledge Assessments: have seen, and statistics are provided for the average compromise rate.”

Which of the following pieces of data can be considered personal

v'Choose pre-defined or fully B L
customize assessments /’ TrueorFase?

If your friend posts a shartened URL (e.g., http:/ftinyurl.com
/pSkrytr) to his soeial media page, you can safely elick it

v Do users understand specific > %—5
domains, policies, and regulations B

proofpoint.




ACE Framework: Change Behavior
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Content Strategy

Variety & Assortment Discover & Manage

m Styles from corporate to edgy and types m Find items quickly with Content Library
like microlearning, choose-your-own- = Tags to streamline assignment process:
adventure, etc. Preview, customize, review, assign or

m Over 400 modules and 500 awareness export
assets } = !

T — R MW;“WM

sHow: [J New [J Festwed [ Updsted [J Licensed [ MyFavorites O select Al
o

2 results for business email compromise 508/ WCAG Compliant

DOCUMENTS
SYSTEMS
DATA

2020 | 220+ Modules: Variety, 2021 | Adaptive Learning 2022 | Learning paths,
Compliance, and Management Framework, 300+ Modules Gamification, 400+ Modules

u
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PhishAlarm-Reinforce Learning, Reduce IT Overhead

Continuously Engage Users Streamline ldentification of Messages

e Easy, one-click reporting for ongoing engagement and reinforcement of skills

b

ANALYZER
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Closed Loop Email Analysis and Response (CLEAR)
CLEAR WORKFLOW

(1
larm

O PhishAlarm Abuse Box

Analyzer Monitored by TRAP

Proofpoint

PhishA
b4

Potential Proofpoint Threat r \
. Phish Threat Intelligence Intelligence >~
I G A P >
i _." J
— A ISE?] ﬁ@ 5 <
« Malicious/Phishing v
Message
T D End User Feedback
v
1. End user recognizes potential phishing email and reports it using PhishAlarm. Delste/
2. Leveraging Proofpoint Threat Intelligence, PhishAlarm Analyzer scores reported messages. Quarantine
Emails

For emails scored as malicious, TRAP automatically locates and pulls all other instances of that malicious
email across the organization. For emails scored as bulk or low-risk, TRAP automatically closes incidents.

@

e

The end user who reported the email receives feedback in both cases - when the email was quarantined
and when it was scored otherwise.
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ACE Framework: Evaluate
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CISO Dashboard: C-Level Visibility, Admin Actionability

PERFORMANCE SCORES PARTICIPATION SCORES
- -
iohi ; ; ; Phishing Simulation
Communicate security O i 50 @a B 89
11% over last 90 days
of 100 No trend data available of 100
aware n e S S re S u I tS 2 5 9 Knowledge Assessment - Training Completion 1 00
No trend data available of 100 No change over last 90 days of 100
of 500

7% over previous 90 days

*

Reported Email Accuracy 20

No trend data available

QO

@ Scores are based on how you compare to
Proofpoint Security Awareness customers.
See how it works.

of 100

« Benchmark and take
action on areas needing
Improvement

SHOW: ( ~ PREVIOUS 12 MﬂNTHS) ( v ALL SUBSCORES) Industry Trend

500

« Get visibility into

USER VULNERABILITY CATEGORIES
All Users - 4978
Low Performers - 2345
M Low Participators - 1143
Very Attacked People (VAP) - 876

R g 300 4578 B Low Performers & Low Participators - 764
g B Low Performers & VAP - 384

Vu I l e ra I I y g M Low Participators & VAP - 378

@ 200 - - W Highly Vulnerable Users - 274
= O . -

[~ ] —

) . . -
- o B - o | [ | | | | |
. l I n O C | I S e I n I tI at I Ve S Jun 2020 Jul 2020 Aug 2020 Sep 2020 Oct 2020 Nov 2020 Dec 2020

W Knowledge Assessment W Phishing Simulation Reporting

L -
PERFORMANGE SCORES PARTICIPATION SCORES
aS e O n V u n e ra I I y Reported Email Accuracy W Training Completion

W Phishing Simulation Failure

Integrated VAP data from TAP

u
prOOf pOI nt © 2022 Proofpoint. All rights reserved | Proofpoint, Inc. - Confidential and Proprietary 15
@




proofpoint.

© 2021 Proofpoint. All rights reserved | Proofpoint, Inc. - Confidential and Proprietary



	MAIN PITCH
	Slide 1
	Slide 2: Attackers focused on people, but most defenders didn’t
	Slide 3:  Proofpoint Security Awareness Training

	ASSESS
	Slide 6: ACE Framework
	Slide 7: Assess Baseline Knowledge & Behavior Gaps

	CHANGE BEHAVIOR
	Slide 8: ACE Framework: Change Behavior
	Slide 9: Content Strategy
	Slide 10: PhishAlarm-Reinforce Learning, Reduce IT Overhead
	Slide 12: Closed Loop Email Analysis and Response (CLEAR)

	EVALUATE
	Slide 14: ACE Framework: Evaluate
	Slide 15: CISO Dashboard: C-Level Visibility, Admin Actionability
	Slide 17


