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➢Oracle Releases Critical Updates - Oracle Critical Patch Update Advisory - July 2023
➢ Citrix Releases Updates for ADC - Citrix ADC and Citrix Gateway Security Bulletin for 

CVE-2023-3519, CVE-2023-3466, CVE-2023-3467
➢Multiple Critical Infrastructure Vulnerabilities

➢ CISA Releases Seven Industrial Control Systems Advisories | CISA
➢ CISA Releases Nine Industrial Control Systems Advisories | CISA
➢ CISA Releases One Industrial Control Systems Advisory | CISA
➢CISA Releases Four Industrial Control Systems Advisories | CISA

➢ Adobe Cold Fusion Updates - Adobe Security Bulletin
➢ Cisco Vulnerabilities with SD-WAN API - Cisco SD-WAN vManage Unauthenticated REST 

API Access Vulnerability
➢ Juniper Fixes Vulnerabilities - Search (juniper.net)
➢ CISA Releases Guidance on Securing O365 - CISA and FBI Release Cybersecurity Advisory 

on Enhanced Monitoring to Detect APT Activity Targeting Outlook Online | CISA
➢Microsoft Patch Updates July 2023 - July 2023 Security Updates - Release Notes -

Security Update Guide - Microsoft

July - News Roundup

https://www.oracle.com/security-alerts/cpujul2023.html
https://support.citrix.com/article/CTX561482/citrix-adc-and-citrix-gateway-security-bulletin-for-cve20233519-cve20233466-cve20233467
https://support.citrix.com/article/CTX561482/citrix-adc-and-citrix-gateway-security-bulletin-for-cve20233519-cve20233466-cve20233467
https://www.cisa.gov/news-events/alerts/2023/07/18/cisa-releases-seven-industrial-control-systems-advisories
https://www.cisa.gov/news-events/alerts/2023/07/13/cisa-releases-nine-industrial-control-systems-advisories
https://www.cisa.gov/news-events/alerts/2023/07/12/cisa-releases-one-industrial-control-systems-advisory
https://www.cisa.gov/news-events/alerts/2023/07/11/cisa-releases-four-industrial-control-systems-advisories
https://helpx.adobe.com/security/products/coldfusion/apsb23-41.html
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-vmanage-unauthapi-sphCLYPA
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-vmanage-unauthapi-sphCLYPA
https://supportportal.juniper.net/s/global-search/%40uri?language=en_US#sort=relevancy&f:ctype=[Security%20Advisories]&f:level1=[OS]
https://www.cisa.gov/news-events/alerts/2023/07/12/cisa-and-fbi-release-cybersecurity-advisory-enhanced-monitoring-detect-apt-activity-targeting
https://www.cisa.gov/news-events/alerts/2023/07/12/cisa-and-fbi-release-cybersecurity-advisory-enhanced-monitoring-detect-apt-activity-targeting
https://msrc.microsoft.com/update-guide/releaseNote/2023-Jul
https://msrc.microsoft.com/update-guide/releaseNote/2023-Jul


➢Oracle Releases Critical Updates - Oracle Critical Patch Update Advisory - July 2023

➢Citrix Releases Updates for ADC - Citrix ADC and Citrix Gateway Security Bulletin for 
CVE-2023-3519, CVE-2023-3466, CVE-2023-3467

➢Mozilla Updates - Security Vulnerabilities fixed in Firefox 115.0.2 and Firefox ESR 
115.0.2 — Mozilla

➢ Increased TruBot Activity - CISA and Partners Release Joint Cybersecurity Advisory 
on Newly Identified Truebot Malware Variants | CISA

➢Apple Updates - Apple Releases Security Updates for Multiple Products | CISA

➢VMWare Updates - VMSA-2023-0014 (vmware.com)

➢Sierra Wireless – Victim of Ransomware Attack

➢Priority Dispatch – Release of Ransomware Attack Data

➢Trend – Endpoint Isolation and Containment

July - News Roundup

https://www.oracle.com/security-alerts/cpujul2023.html
https://support.citrix.com/article/CTX561482/citrix-adc-and-citrix-gateway-security-bulletin-for-cve20233519-cve20233466-cve20233467
https://support.citrix.com/article/CTX561482/citrix-adc-and-citrix-gateway-security-bulletin-for-cve20233519-cve20233466-cve20233467
https://www.mozilla.org/en-US/security/advisories/mfsa2023-26/
https://www.mozilla.org/en-US/security/advisories/mfsa2023-26/
https://www.cisa.gov/news-events/alerts/2023/07/06/cisa-and-partners-release-joint-cybersecurity-advisory-newly-identified-truebot-malware-variants
https://www.cisa.gov/news-events/alerts/2023/07/06/cisa-and-partners-release-joint-cybersecurity-advisory-newly-identified-truebot-malware-variants
https://www.cisa.gov/news-events/alerts/2023/06/22/apple-releases-security-updates-multiple-products
https://www.vmware.com/security/advisories/VMSA-2023-0014.html


Questions?



Archive



➢Office365
➢Mis-configurations
➢Wrong package level 

(need E5 for logging and 
advanced features)
➢No MFA (Not all accounts 

are getting covered)
➢Lack of use of compliance 

and auditing features

Threat Briefing – What SCD is Seeing

SCD Recommends

✓Use O365 auditing tools like Secure 
Score

✓Use CISA SCUBA Tool
✓Use CIS O365 Baseline Doc
✓ Secure O365 (Under 300 Users)
✓ Secure O365 (Over 300 Users)
✓How to setup MFA 

https://learn.microsoft.com/en-us/microsoft-365/security/defender/microsoft-secure-score?view=o365-worldwide
https://learn.microsoft.com/en-us/microsoft-365/security/defender/microsoft-secure-score?view=o365-worldwide
https://www.cisa.gov/scuba
https://www.dropbox.com/s/4t0b1q9s8tjxm2a/CIS_Microsoft_365_Foundations_Benchmark_v1.5.0.pdf?dl=0
https://learn.microsoft.com/en-us/microsoft-365/admin/security-and-compliance/secure-your-business-data?view=o365-worldwide
https://learn.microsoft.com/en-us/microsoft-365/solutions/ransomware-protection-microsoft-365?view=o365-worldwide
https://learn.microsoft.com/en-us/microsoft-365/business-premium/m365bp-conditional-access?view=o365-worldwide&tabs=secdefaults


February 2023 Intel



➢PayPal Accounts Breached Due to Password Recycling
➢US Government No Fly List Leaked
➢Microsoft Patch Tuesday – February Edition
➢Another Experian Glitch Exposes Credit Files for 47 Days
➢New T-Mobile Breach Affects 37 Million Accounts
➢OneNote Malicious Emails - .1 Files/Qakbot Ransomware
➢CISA – A number of Critical Controls vulnerabilities
➢Chick-fil-A Breach

February - News Roundup

https://www.forbes.com/sites/daveywinder/2023/01/21/no-paypal-hasnt-been-hacked-yet-almost-35000-accounts-were-breached/?sh=65a1d7fa3ea7
https://www.techspot.com/news/97367-commuteair-insecure-server-exposed-us-government-no-fly.html
https://isc.sans.edu/diary/Microsoft+February+2023+Patch+Tuesday/29548/
https://www.securityinfowatch.com/cybersecurity/information-security/article/21293872/experian-exposed-credit-files-for-47-days
https://247wallst.com/consumer-electronics/2023/01/22/did-your-t-mobile-account-get-hacked/
https://isc.sans.edu/diary/OneNote%20Suricata%20Rules/29564
https://www.cisa.gov/uscert/ncas/current-activity/2023/02/16/cisa-releases-fifteen-industrial-control-systems-advisories
https://www.foxbusiness.com/economy/chick-fil-a-urges-customers-take-action-investigates-fraudulent-activity-mobile-app-accounts


➢Apple ZeroDays
➢Twitter MFA Change
➢Clam AV Vulnerability (Cisco and many other products)
➢Earthquake Phishing Scams (Turkey and Syria)
➢Fortinet Vulnerabilities
➢Stop Ransomware – DPRK Espionage Activities
➢ESXiArgs Ransomware
➢Gmail – Finland Server Issues

February - News Roundup

https://www.pcmag.com/news/update-now-apple-ships-fix-for-zero-day-vulnerability-mac-iphone-ipad
https://www.computerweekly.com/news/365531305/Twitter-2FA-changes-bring-more-risks-than-benefits
https://www.theregister.com/2023/02/17/cisco_clamav_critical_flaw/
https://www.bbc.com/news/world-europe-64599553
https://www.fortiguard.com/psirt
https://www.bleepingcomputer.com/news/security/north-korean-ransomware-attacks-on-healthcare-fund-govt-operations/
https://nakedsecurity.sophos.com/2023/02/07/using-vmware-worried-about-esxi-ransomware-check-your-patches-now/#:~:text=According%20to%20CERT-FR.%20the%20two%20vulnerabilities%20that%20you,VMSA-2020-0023.%20ESXi%20OpenSLP%20remote%20code%20execution%20vulnerability.%20


February - Fifteen Industrial Control System Advisories



March 2023 Intel



➢FBI chief details exactly how TikTok could threaten national security | Cybernews

➢Ongoing - Ransom gang leaks trove of sensitive data from City of Oakland attack | 
Cybernews

➢Cybersecurity Strategy Released Biden-Harris cybersecurity strategy explained | 
Cybernews

➢Abandon LastPass - Why you should leave LastPass | Cybernews

➢Sensitive US military emails exposed for two weeks in the wild | Cybernews

➢Water ISAC DCOM Alert for SCADA WaterISAC Releases Advisory for Microsoft 
DCOM Patch | CISA

➢CISA issues LockBit 3.0 Guidance #StopRansomware: LockBit 3.0 | CISA

➢8 new Industrial Controls vulnerabilities CISA Releases Eight Industrial Control 
Systems Advisories | CISA

➢Bank Related SCAMS - Beware of Bank-Related Scams | CISA

March - News Roundup

https://cybernews.com/security/fbi-chief-tiktok-threat-national-security/
https://cybernews.com/security/ransom-gang-leak-sensitive-info-city-of-oakland-attack/
https://cybernews.com/security/ransom-gang-leak-sensitive-info-city-of-oakland-attack/
https://cybernews.com/security/biden-us-national-cybersecurity-strategy-explained/
https://cybernews.com/security/biden-us-national-cybersecurity-strategy-explained/
https://cybernews.com/security/why-you-should-leave-lastpass-and-find-something-better/
https://cybernews.com/security/sensitive-us-military-emails-exposed-for-two-weeks-in-the-wild/
https://www.cisa.gov/news-events/alerts/2023/03/15/waterisac-releases-advisory-microsoft-dcom-patch#:~:text=March%2015%2C%202023%20The%20Water%20Information%20Sharing%20and,Object%20Model%20%28DCOM%29%20protocol%20in%20their%20industrial%20environments.
https://www.cisa.gov/news-events/alerts/2023/03/15/waterisac-releases-advisory-microsoft-dcom-patch#:~:text=March%2015%2C%202023%20The%20Water%20Information%20Sharing%20and,Object%20Model%20%28DCOM%29%20protocol%20in%20their%20industrial%20environments.
https://www.cisa.gov/news-events/cybersecurity-advisories/aa23-075a
https://www.cisa.gov/news-events/alerts/2023/03/16/cisa-releases-eight-industrial-control-systems-advisories
https://www.cisa.gov/news-events/alerts/2023/03/16/cisa-releases-eight-industrial-control-systems-advisories
https://www.cisa.gov/news-events/alerts/2023/03/15/beware-bank-related-scams


➢March Patching

➢SANS Briefing InfoSec Handlers Diary Blog - SANS Internet Storm Center

➢Patch Tuesday Dashboard - https://patchtuesdaydashboard.com

➢Known Exploited Vulnerability Catalog - Known Exploited Vulnerabilities Catalog | 
CISA

➢AskWoody - March madness here we come @ AskWoody

➢SpaceX Ransomware - LockBit brags: We'll leak thousands of SpaceX blueprints 
stolen from supplier • The Register (ampproject.org)

March - News Roundup

https://isc.sans.edu/diary/Microsoft%20March%202023%20Patch%20Tuesday/29634
https://patchtuesdaydashboard.com/
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.askwoody.com/2023/march-madness-here-we-come/
https://www-theregister-com.cdn.ampproject.org/c/s/www.theregister.com/AMP/2023/03/13/lockbit_spacex_ransomware/
https://www-theregister-com.cdn.ampproject.org/c/s/www.theregister.com/AMP/2023/03/13/lockbit_spacex_ransomware/


March - Fifteen Industrial Control System Advisories

•ICSA-23-075-01 Siemens SCALANCE, RUGGEDCOM Third-Party

•ICSA-23-075-02 Siemens RUGGEDCOM CROSSBOW V5.3

•ICSA-23-075-03 Siemens RUGGEDCOM CROSSBOW V5.2

•ICSA-23-075-04 Siemens SCALANCE W1750D Devices

•ICSA-23-075-05 Siemens Mendix SMAL Module

•ICSA-23-075-06 Honeywell OneWireless Wireless Device 

Manager

•ICSA-23-075-07 Rockwell Automation Modbus TCP AOI Server

•ICSA-22-342-02 AVEVA InTouch Access Anywhere and Plant 

SCADA Access Anywhere (Update A)

https://www.cisa.gov/news-events/ics-advisories/icsa-23-075-01
https://www.cisa.gov/news-events/ics-advisories/icsa-23-075-02
https://www.cisa.gov/news-events/ics-advisories/icsa-23-075-03
https://www.cisa.gov/news-events/ics-advisories/icsa-23-075-04
https://www.cisa.gov/news-events/ics-advisories/icsa-23-075-05
https://www.cisa.gov/news-events/ics-advisories/icsa-23-075-06
https://www.cisa.gov/news-events/ics-advisories/icsa-23-075-06
https://www.cisa.gov/news-events/ics-advisories/icsa-23-075-07
https://www.cisa.gov/news-events/ics-advisories/icsa-22-342-02
https://www.cisa.gov/news-events/ics-advisories/icsa-22-342-02


April 2023 Intel



April - Fifteen Industrial Control System Advisories

•ICSA-23-108-01 Omron CSCJ Series

•ICSA-23-108-02 Schneider Electric Easy UPS Online Monitoring 

Software

•ICSA-23-017-02 Mitsubishi Electric MELSEC iQ-F, iQ-R Series 

(Update B)

•ICSA-19-346-02 Omron PLC CJ and CS Series (Update B)

•CVE-2019-8526 Apple macOS Use-After-Free Vulnerability

•CVE-2023-2033 Google Chromium V8 Engine Type Confusion 

Vulnerability

https://www.cisa.gov/news-events/ics-advisories/icsa-23-108-01
https://www.cisa.gov/news-events/ics-advisories/icsa-23-108-02
https://www.cisa.gov/news-events/ics-advisories/icsa-23-108-02
https://www.cisa.gov/news-events/ics-advisories/icsa-23-017-02
https://www.cisa.gov/news-events/ics-advisories/icsa-23-017-02
https://www.cisa.gov/news-events/ics-advisories/icsa-19-346-02
https://nvd.nist.gov/vuln/detail/CVE-2019-8526
https://nvd.nist.gov/vuln/detail/CVE-2023-2033


➢ Juice Jacking - FBI issues warning about "juice jacking" when using free cell phone 
charging kiosks (msn.com)

➢Microsoft Patch Updates - Microsoft Patch Tuesday, March 2023 Edition – Krebs on 
Security

➢ IRS Tax Scams - IRS Warns of New Tax Scams | CISA

➢ CISA Added 2 new vulnerabilities to the Known Exploited Vulnerabilities - CISA Adds 
Two Known Exploited Vulnerabilities to Catalog | CISA

• Apple MacOS

• Google Chrome

➢ FortiNet Advisories - April 2023 Vulnerability Advisories | FortiGuard

➢March Ransomware Record Broken - March 2023 broke ransomware attack records with 
459 incidents (bleepingcomputer.com)

➢ Lockbit seen targeting MAC's - LockBit ransomware encryptors found targeting Mac 
devices (bleepingcomputer.com)

➢Update on FBI’s Infragard

April - News Roundup

https://www.msn.com/en-us/money/other/fbi-issues-warning-about-juice-jacking-when-using-free-cell-phone-charging-kiosks/ar-AA19KmPL
https://www.msn.com/en-us/money/other/fbi-issues-warning-about-juice-jacking-when-using-free-cell-phone-charging-kiosks/ar-AA19KmPL
https://krebsonsecurity.com/2023/03/microsoft-patch-tuesday-march-2023-edition/
https://krebsonsecurity.com/2023/03/microsoft-patch-tuesday-march-2023-edition/
https://www.cisa.gov/news-events/alerts/2023/04/17/irs-warns-new-tax-scams
https://www.cisa.gov/news-events/alerts/2023/04/17/cisa-adds-two-known-exploited-vulnerabilities-catalog
https://www.cisa.gov/news-events/alerts/2023/04/17/cisa-adds-two-known-exploited-vulnerabilities-catalog
https://www.fortiguard.com/psirt-monthly-advisory/april-2023-vulnerability-advisories
https://www.bleepingcomputer.com/news/security/march-2023-broke-ransomware-attack-records-with-459-incidents/
https://www.bleepingcomputer.com/news/security/march-2023-broke-ransomware-attack-records-with-459-incidents/
https://www.bleepingcomputer.com/news/security/lockbit-ransomware-encryptors-found-targeting-mac-devices/
https://www.bleepingcomputer.com/news/security/lockbit-ransomware-encryptors-found-targeting-mac-devices/


May 2023 Intel



➢WhatsApp Encrypts Chats - WhatsApp now lets you lock chats with a password or 
fingerprint (bleepingcomputer.com)

➢Microsoft Releases May 2023 Security Updates - Microsoft Releases May 2023 
Security Updates | CISA

➢Microsoft’s May 2023 Release Notes - May 2023 Security Updates - Release Notes -
Security Update Guide – Microsoft

➢SANS Microsoft Patch Breakdown - InfoSec Handlers Diary Blog - SANS Internet 
Storm Center

➢Krebs On Security Patch Breakdown - Microsoft Patch Tuesday, May 2023 Edition – 
Krebs on Security

➢CISA Warns of critical Ruckus Wi-Fi Bug - CISA warns of critical Ruckus bug used to 
infect Wi-Fi access points (bleepingcomputer.com)

➢Pharmercica Breach - Ransomware gang steals data of 5.8 million PharMerica 
patients (bleepingcomputer.com)

May - News Roundup

https://www.bleepingcomputer.com/news/security/whatsapp-now-lets-you-lock-chats-with-a-password-or-fingerprint/
https://www.bleepingcomputer.com/news/security/whatsapp-now-lets-you-lock-chats-with-a-password-or-fingerprint/
https://www.cisa.gov/news-events/alerts/2023/05/09/microsoft-releases-may-2023-security-updates
https://www.cisa.gov/news-events/alerts/2023/05/09/microsoft-releases-may-2023-security-updates
https://msrc.microsoft.com/update-guide/releaseNote/2023-May
https://msrc.microsoft.com/update-guide/releaseNote/2023-May
https://isc.sans.edu/diary/Microsoft+May+2023+Patch+Tuesday/29826/
https://isc.sans.edu/diary/Microsoft+May+2023+Patch+Tuesday/29826/
https://krebsonsecurity.com/2023/05/microsoft-patch-tuesday-may-2023-edition/
https://krebsonsecurity.com/2023/05/microsoft-patch-tuesday-may-2023-edition/
https://www.bleepingcomputer.com/news/security/cisa-warns-of-critical-ruckus-bug-used-to-infect-wi-fi-access-points/
https://www.bleepingcomputer.com/news/security/cisa-warns-of-critical-ruckus-bug-used-to-infect-wi-fi-access-points/
https://www.bleepingcomputer.com/news/security/ransomware-gang-steals-data-of-58-million-pharmerica-patients/
https://www.bleepingcomputer.com/news/security/ransomware-gang-steals-data-of-58-million-pharmerica-patients/


Current 

Threats

• BianLian 
Ransomware 
Group

• Strictly limit the use of RDP and other 
remote desktop services.
• Disable command-line and scripting 
activities and permissions.
• Restrict usage of PowerShell and 
update Windows PowerShell or 
PowerShell Core to the latest version.



Current 

Threats

• VMWare

• Babuk Leads the 

Way

• Lockbit 3.0

• Royal



FCC’s Covered List

• Contains List of Banned Vendors

• Secure and Trusted Communications Networks Act of 

2019

• Huawei Technologies Company, ZTE Corporation, 

Hytera Communications Corporation, Hangzhou 

Hikvision Digital Technology Company, Dahua 

Technology Company, AO Kaspersky Lab, China 

Mobile International USA Inc., China Telecom 

(Americas) Corp., China Unicom (Americas) 

Operations Limited



SCD Israel Summer 
Delegation 2023
June 23-30 Tel-
Aviv Israel

• Centered Around CyberWeek 
2023

• 2 Days of Israel Cyber Startups

• Custom Israel Gov’t Site Visits

• International Cyber Discussions

• Family’s welcome – Tours 
Available

• Delegation Site Seeing

• Network Internationally

Contact Shawn Waldman
swaldman@secdef.com

937-802-7521

mailto:swaldman@secdef.com


May - Industrial Control System Advisories

•ICSA-23-136-01 Snap One OvrC Cloud

•ICSA-23-136-02 Rockwell ArmorStart

•ICSA-23-136-03 Rockwell Automation FactoryTalk 

Vantagepoint

https://cisa.gov/news-events/ics-advisories/icsa-23-136-01
https://cisa.gov/news-events/ics-advisories/icsa-23-136-02
https://cisa.gov/news-events/ics-advisories/icsa-23-136-03
https://cisa.gov/news-events/ics-advisories/icsa-23-136-03


June 2023 Intel



➢Asus Critical Router Vulnerabilities - ASUS urges customers to patch critical router vulnerabilities 
(bleepingcomputer.com)

➢Over 100,000 compromised from Chat GPT - Over 100,000 ChatGPT accounts stolen via info-stealing 
malware (bleepingcomputer.com)

➢Priority Dispatch Impacted by Breach - LockBit 3.0 Ransomware Victim: prioritydispatch[.]net - 
RedPacket Security

➢Fortinet Vulnerability - Analysis of CVE-2023-27997 and Clarifications on Volt Typhoon Campaign | Fortinet 
Blog

➢Barracuda Vulnerability – Replace the device? - Barracuda Urges Replacing — Not Patching — Its 
Email Security Gateways – Krebs on Security

➢CLOP Ransomware, Lockbit3.0 - Understanding Ransomware Threat Actors: LockBit | CISA

➢Ride in DDoS Attacks

➢MoveIt File Transfer Vulnerability - Progress Software Releases Security Advisory for MOVEit Transfer 
Vulnerability | CISA

June - News Roundup

https://www.bleepingcomputer.com/news/security/asus-urges-customers-to-patch-critical-router-vulnerabilities/
https://www.bleepingcomputer.com/news/security/asus-urges-customers-to-patch-critical-router-vulnerabilities/
https://www.bleepingcomputer.com/news/security/over-100-000-chatgpt-accounts-stolen-via-info-stealing-malware/
https://www.bleepingcomputer.com/news/security/over-100-000-chatgpt-accounts-stolen-via-info-stealing-malware/
https://www.redpacketsecurity.com/lockbit-3-0-ransomware-victim-prioritydispatch-net/
https://www.redpacketsecurity.com/lockbit-3-0-ransomware-victim-prioritydispatch-net/
https://www.fortinet.com/blog/psirt-blogs/analysis-of-cve-2023-27997-and-clarifications-on-volt-typhoon-campaign
https://www.fortinet.com/blog/psirt-blogs/analysis-of-cve-2023-27997-and-clarifications-on-volt-typhoon-campaign
https://krebsonsecurity.com/2023/06/barracuda-urges-replacing-not-patching-its-email-security-gateways/
https://krebsonsecurity.com/2023/06/barracuda-urges-replacing-not-patching-its-email-security-gateways/
https://www.cisa.gov/news-events/cybersecurity-advisories/aa23-165a
https://www.cisa.gov/news-events/alerts/2023/06/15/progress-software-releases-security-advisory-moveit-transfer-vulnerability
https://www.cisa.gov/news-events/alerts/2023/06/15/progress-software-releases-security-advisory-moveit-transfer-vulnerability


July 2023 Intel
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