


December Announcements
GoCyber 501c3 Update

OISC 2024 Conference Registration Open

 Seeking Additional SIG’s

 January 2024 – Deep Packet Inspection

 February 2024 – MFA 101 – Yubikey/FIDO/FIDO2



December Threat Briefing
 BlackCat Infrastructure Seized – However……

 Former IT Manager Pleads Guilty

 Play Ransomware Advisory

 Fortinet Vulnerabilities

 Adobe Vulnerabilities

Microsoft Vulnerabilities 

 Apple Updates

https://www.bleepingcomputer.com/news/security/former-it-manager-pleads-guilty-to-attacking-high-school-network/
https://www.cisa.gov/news-events/cybersecurity-advisories/aa23-352a
https://www.cisa.gov/news-events/alerts/2023/12/14/fortinet-releases-security-updates-multiple-products
https://msrc.microsoft.com/update-guide/releaseNote/2023-Dec
https://www.cisa.gov/news-events/alerts/2023/12/12/apple-releases-security-updates-multiple-products


December Threat Briefing
Google SCUBA Released by CISA

 Sierra Wireless Vulnerability – Airlink

 Star Blizzard – Russian FSB

https://www.cisa.gov/resources-tools/services/secure-cloud-business-applications-scuba-project
https://www.cisa.gov/news-events/ics-advisories/icsa-23-341-06
https://www.cisa.gov/news-events/cybersecurity-advisories/aa23-341a


2023 Presentation Recap
 January - Eku Williams

 How to Prepare for Cyber Liability Insurance

Not all cyber policies are created equal

Not all costs are covered by insurance

 It is wise for legal, risk management, and IT management to review policies

 February – Andrew Vollmar

 The Cyber Insurance Dilemma

 Understand your vulnerabilities

 Have a backup plan

 Read your policy



2023 Recap
 March – Sean McGee

 State of the Cyber Insurance Market and Key Policy Issues

300% increase in cybercrime since Covid pandemic

74% increase in premiums

Paying ransom is increasingly restricted by Office of Foreign Assets Control

 April – Recorded Future – Andrew Strauss and Matt Howard

 Understanding the Evolving Threat Landscape with Intelligence

 Brand Protection and Monitoring

 Domain Spoofing

 Thrid-Party Risk Managment



2023 Recap
 May – Joe Finley

 This is the Way, ZTNA

 Zero Trust Mindset – never trust, always verify and log

 Fortinet ZTNA Advantages

 FortiOS based

 ZTNA client is also a VPN client

 No Licenses Required

 June – Pamela LaPine and Gary Estes

 HipLink Enhanced Alarm Management

 Specializes in wireless notifications and applications

 Integrates with any software

 Desktop or Manual Messaging – target the right audience



2023 Recap
 July – Kevin Jackson

 Artificial Intelligence-Driven Analytics for Cybersecurity Strategy Development

Cybersecurity is a multidimensional challenge

 Human

 Operations

 Technology

An organizations cyber strategy is the sum of all of its information security decisions.

 August – ProofPoint – Andy Boggess and Gary Sharp

 ProofPoint Security Awareness Training

 Most organizations have 2 hours or less to make an impact

 Assess, Change Behavior, Evaluate



2023 Recap
 September – Andrew Majer

Verizon 2023 Data Breach Investigations Report (DBIR)

74% of all breaches include the human element.

Ransomware is ubiquitous among organizations of all sizes and 
industries.

Business Email Compromise attacks have almost doubled.

October – Jeff DeRamus

My Cybersecurity Nightmare

Jeff shared his ransomware experience



2023 Recap
November – Joe Tinney

 Cyber Playbooks

Playbooks

 Focuses on broad strategic processes

Prepare, Detect, Contain, Eradicate, Coordinate, Post-Incident



December 2023 Thanks
December marks our 12 meeting.

Started with 13 people in January – 60 people in November

Thanks to our Board Members

Gary Estes (special thanks for filling in and to his team for presenting on multiple occasions.  

Randy Miller

Kyle Jones

Thanks to everyone that helped

Marilee Roland – for her help with making the meetings great. (Breakfast and coordination)

Judy Brinegar – for helping to work through the 501c3 components

Tyler Staff for the building – Matt and Parker

Sponsors – SCD and Fortinet

Thank everyone for coming and being a part of the Collective.  This is for you and we need your support and participation.



Information
Feel free to email us at Admin@gocybercollective.org.

If you have a suggestion on meeting topics, special interest groups, 
breakfast menu, or anything else we want to hear from you. 

You can register and download past presentations from the website.

GoCyberCollective.org

mailto:Admin@gocybercollective.org
https://gocybercollective.org/


Event Sponsors
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